

















§124.7 Information required in all manufacturing license agreements and technical assistance agreements.

The following information must be included in all proposed manufacturing license agreements and technical assistance
agreements. The information should be provided in terms which are as precise as possible. If the applicant believes that a
clause or that required information is not relevant or necessary, the applicant may request the omission of the clause or
information. The transmittal letter accompanying the agreement must state the reasons for any proposed variation in the
clauses or required information.

(1) The agreement must describe the defense article to be manufactured and all defense articles to be exported, including
any test and support equipment or advanced materials. They should be described by military nomenclature, contract
number, National Stock Number, nameplate data, or other specific information. Supporting technical data or brochures
should be submitted in seven copies. Only defense articles listed in the agreement will be eligible for export under the
exemption in §123.16(b)(1) of this subchapter.

(2) The agreement must specifically describe the assistance and technical data, including the design and manufacturing
know-how involved, to be furnished and any manufacturing rights to be granted;

(3) The agreement must specify its duration; and

(4) The agreement must specifically identify the countries or areas in which manufacturing, production, processing, sale or
other form of transfer is to be licensed.

§ 124.8 Clauses required both in manufacturing license agreements and technical assistance agreements.

The following statements must be included both in manufacturing license agreements and in technical assistance
agreements:

(1) “This agreement shall not enter into force, and shall not be amended or extended, without the prior written approval of
the Department of State of the U.S. Government.”

(2) “This agreement is subject to all United States laws and regulations relating to exports and to all administrative acts of
the U.S. Government pursuant to such laws and regulations.”

(3) “The parties to this agreement agree that the obligations contained in this agreement shall not affect the performance
of any obligations created by prior contracts or subcontracts which the parties may have individually or collectively with
the U.S. Government.”

(4) “No liability will be incurred by or attributed to the U.S. Government in connection with any possible infringement of
privately owned patent or proprietary rights, either domestic or foreign, by reason of the U.S. Government’s approval of
this agreement.”

(5) “The technical data or defense service exported from the United States in furtherance of this agreement and any
defense article which may be produced or manufactured from such technical data or defense service may not be
transferred to a person in a third country or to a national of a third country except as specifically authorized in this
agreement unless the prior written approval of the Department of State has been obtained.”

(6) “All provisions in this agreement which refer to the United States Government and the Department of State will remain
binding on the parties after the termination of the agreement.”

8§ 124.9 Additional clauses required only in manufacturing license agreements.

(@) Clauses for all manufacturing license agreements. The following clauses must be included only in manufacturing
license agreements:

(1) “No export, sale, transfer, or other disposition of the licensed article is authorized to any country outside the territory
wherein manufacture or sale is herein licensed without the prior written approval of the U.S. Government unless
otherwise exempted by the U.S. Government. Sales or other transfers of the licensed article shall be limited to
governments of countries wherein manufacture or sale is hereby licensed and to private entities seeking to procure the
licensed article pursuant to a contract with any such government unless the prior written approval of the U.S.
Government is obtained.”

(2) “It is agreed that sales by licensee or its sub-licensees under contracts made through the U.S. Government will not
include either charges for patent rights in which the U.S. Government holds a royalty-free license, or charges for data
which the U.S. Government has a right to use and disclose to others, which are in the public domain, or which the U.S.
Government has acquired or is entitled to acquire without restrictions upon their use and disclosure to others.”
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(3) “If the U.S. Government is obligated or becomes obligated to pay to the licensor royalties, fees, or other charges for the
use of technical data or patents which are involved in the manufacture, use, or sale of any licensed article, any
royalties, fees or other charges in connection with purchases of such licensed article from licensee or its sub-licensees
with funds derived through the U.S. Government may not exceed the total amount the U.S. Government would have
been obligated to pay the licensor directly.”

(4) “If the U.S. Government has made financial or other contributions to the design and development of any licensed article,
any charges for technical assistance or know-how relating to the item in connection with purchases of such articles
from licensee or sub-licensees with funds derived through the U.S. Government must be proportionately reduced to
reflect the U.S. Government contributions, and subject to the provisions of paragraphs (a) (2) and (3) of this section, no
other royalties, or fees or other charges may be assessed against U.S. Government funded purchases of such articles.
However, charges may be made for reasonable reproduction, handling, mailing, or similar administrative costs incident
to the furnishing of such data.”

(5) “The parties to this agreement agree that an annual report of sales or other transfers pursuant to this agreement of the
licensed articles, by quantity, type, U.S. dollar value, and purchaser or recipient, shall be provided by (applicant or
licensee) to the Department of State.” This clause must specify which party is obligated to provide the annual report.
Such reports may be submitted either directly by the licensee or indirectly through the licensor, and may cover
calendar or fiscal years. Reports shall be deemed proprietary information by the Department of State and will not be
disclosed to unauthorized persons. See §126.10(b) of this subchapter.

(6) (Licensee) agrees to incorporate the following statement as an integral provision of a contract, invoice or other
appropriate document whenever the licensed articles are sold or otherwise transferred:

These commodities are authorized for export by the U.S. Government only to (country of ultimate destination or approved
sales territory). They may not be resold, diverted, transferred, transshipped, or otherwise be disposed of in any other country,
either in their original form or after being incorporated through an intermediate process into other end-items, without the prior
written approval of the U.S. Department of State.

(b) Special clause for agreements relating to significant military equipment. With respect to an agreement for the
production of significant military equipment, the following additional provisions must be included in the agreement:

(1) “A completed nontransfer and use certificate (DSP-83) must be executed by the foreign end-user and submitted to the
Department of State of the United States before any transfer may take place.”

(2) “The prior written approval of the U.S. Government must be obtained before entering into a commitment for the transfer
of the licensed article by sale or otherwise to any person or government outside of the approved sales territory.”

8§ 124.10 Nontransfer and use assurances.

(@) Types of agreements requiring assurances. With respect to any manufacturing license agreement or technical
assistance agreement which relates to significant military equipment or classified defense articles, including classified technical
data, a Nontransfer and Use Certificate (Form DSP-83) (see §123.10 of this subchapter) signed by the applicant and the
foreign party must be submitted to the Directorate of Defense Trade Controls. With respect to all agreements involving
classified articles, including classified technical data, an authorized representative of the foreign government must sign the
DSP-83 (or provide the same assurances in the form of a diplomatic note), unless the Directorate of Defense Trade Controls
has granted an exception to this requirement. The Directorate of Defense Trade Controls may require that a DSP-83 be
provided in conjunction with an agreement that does not relate to significant military equipment or classified defense articles.
The Directorate of Defense Trade Controls may also require with respect to any agreement that an appropriate authority of the
foreign party’s government also sign the DSP-83 (or provide the same assurances in the form of a diplomatic note).

(b) Timing of submission of assurances. Submission of a Form DSP-83 and/or diplomatic note must occur as follows:

(1) Agreements which have been signed by all parties before being submitted to the Directorate of Defense Trade Controls
may only be submitted along with any required DSP-83 and/or diplomatic note.

(2) If an agreement has not been signed by all parties before being submitted, the required DSP-83 and/or diplomatic note
must be submitted along with the signed agreement.

Note to paragraph (b): In no case may a transfer occur before a required DSP-83 and/or diplomatic note has been
submitted to the Directorate of Defense Trade Controls.

[59 FR 29951, June 10, 1994, as amended at 71 FR 20543, Apr. 21, 2006]
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§124.11 Congressional certification pursuant to Section 36(d) of the Arms Export Control Act.

(@) The Arms Export Control Act requires that a certification be provided to the Congress prior to the granting of any
approval of a manufacturing license agreement or technical assistance agreement as defined in Sections 120.21 and 120.22
respectively for the manufacturing abroad of any item of significant military equipment (see §120.7 of this subchapter) that is
entered into with any country regardless of dollar value. Additionally, any manufacturing license agreement or technical
assistance agreement providing for the export of major defense equipment, as defined in §120.8 of this subchapter shall also
require a certification when meeting the requirements of §123.15 of this subchapter.

(b) Unless an emergency exists which requires the immediate approval of the agreement in the national security interests
of the United States, approval may not be granted until at least 15 calendar days have elapsed after receipt by the Congress of
the certification required by 22 U.S.C. 2776(d)(1) involving the North Atlantic Treaty Organization, any member country of that
Organization, or Australia, Japan or New Zealand or at least 30 calendar days have elapsed for any other country. Approvals
may not be granted when the Congress has enacted a joint resolution prohibiting the export.

(c) Persons who intend to export defense articles and defense services pursuant to any exemption in this subchapter
under the circumstances described in this section and section 123.15 must provide written notification to the Directorate of
Defense Trade Controls and include a signed contract and a DSP-83 signed by the applicant, the foreign consignee and the
end-user.

[70 FR 34654, June 15, 2005]

§124.12 Required information in letters of transmittal.

(@) An application for the approval of a manufacturing license or technical assistance agreement with a foreign person
must be accompanied by an explanatory letter. The original letter and seven copies of the letter and eight copies of the
proposed agreement shall be submitted to the Directorate of Defense Trade Controls. The explanatory letter shall contain:

(1) A statement giving the applicant’s Directorate of Defense Trade Controls registration number.
(2) A statement identifying the licensee and the scope of the agreement.

(3) A statement identifying the U.S. Government contract under which the equipment or technical data was generated,
improved, or developed and supplied to the U.S. Government, and whether the equipment or technical data was
derived from any bid or other proposal to the U.S. Government.

(4) A statement giving the military security classification of the equipment or technical data.

(5) A statement identifying any patent application which discloses any of the subject matter of the equipment or technical
data covered by an invention secrecy order issued by the U.S. Patent and Trademark Office.

(6) A statement of the actual or estimated value of the agreement, including the estimated value of all defense articles to
be exported in furtherance of the agreement or amendments thereto. If the value is $500,000 or more, an additional
statement must be made regarding the payment of political contributions, fees or commissions, pursuant to part 130 of
this subchapter.

(7) A statement indicating whether any foreign military sales credits or loan guarantees are or will be involved in financing
the agreement.

(8) The agreement must describe any classified information involved and identify, from Department of Defense form
DD254, the address and telephone number of the U.S. Government office that classified the information.

(9) For agreements that may require the export of classified information, the Defense Investigative Service cognizant
security offices that have responsibility for the facilities of the U.S. parties to the agreement shall be identified. The
facility security clearance codes of the U.S. parties shall also be provided.

(10) A statement specifying whether the applicant is requesting retransfer of defense articles and defense services
pursuant to §124.16 of this subchapter.

(b) The following statements must be made in the letter of transmittal:

(1) “if the agreement is approved by the Department of State, such approval will not be construed by (the applicant) as
passing on the legality of the agreement from the standpoint of antitrust laws or other applicable statutes, nor will (the
applicant) construe the Department’s approval as constituting either approval or disapproval of any of the business
terms or conditions between the parties to the agreement.”
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(2) “The (applicant) will not permit the proposed agreement to enter into force until it has been approved by the
Department of State.”

(3) “The (applicant) will furnish the Department of State with one copy of the signed agreement (or amendment) within 30
days from the date that the agreement is concluded and will inform the Department of its termination not less than 30
days prior to expiration and provide information on the continuation of any foreign rights or the flow of technical data to
the foreign party. If a decision is made not to conclude the proposed agreement, the applicant will so inform the
Department within 60 days.”

(4) “If this agreement grants any rights to sub-license, it will be amended to require that all sub-licensing arrangements
incorporate all the provisions of the basic agreement that refer to the U.S. Government and the Department of State
(i.e., 22 CFR 124.9 and 124.10).”

[58 FR 39305, July 22, 1993, as amended at 71 FR 20543, Apr. 21, 2006; 72 FR 71786, Dec. 19, 2007]

§124.13 Procurement by United States persons in foreign countries (offshore procurement).

Notwithstanding the other provisions in part 124 of this subchapter, the Directorate of Defense Trade Controls may
authorize by means of a license (DSP-5) the export of unclassified technical data to foreign persons for offshore procurement
of defense articles, provided that:

(@) The contract or purchase order for offshore procurement limits delivery of the defense articles to be produced only to
the person in the United States or to an agency of the U.S. Government; and

(b) The technical data of U.S.-origin to be used in the foreign manufacture of defense articles does not exceed that
required for bid purposes on a build-to-print basis (build-to-print means producing an end-item (i.e., system, subsystem or
component) from technical drawings and specifications (which contain no process or know-how information) without the need
for additional technical assistance). Release of supporting documentation (e.g., acceptance criteria, object code software for
numerically controlled machines) is permissible. Build-to-print does not include the release of any information which discloses
design methodology, engineering analysis, detailed process information or manufacturing know-how); and

(c) The contract or purchase order between the person in the United States and the foreign person:

(1) Limits the use of the technical data to the manufacture of the defense articles required by the contract or purchase
order only; and

(2) Prohibits the disclosure of the data to any other person except subcontractors within the same country; and
(3) Prohibits the acquisition of any rights in the data by any foreign person; and

(4) Provides that any subcontracts between foreign persons in the approved country for manufacture of equipment for
delivery pursuant to the contract or purchase order contain all the limitations of this paragraph (c); and

(5) Requires the foreign person, including subcontractors, to destroy or return to the person in the United States all of the
technical data exported pursuant to the contract or purchase order upon fulfillment of their terms; and

(6) Requires delivery of the defense articles manufactured abroad only to the person in the United States or to an agency
of the U.S. Government; and

(d) The person in the United States provides the Directorate of Defense Trade Controls with a copy of each contract,
purchase order or subcontract for offshore procurement at the time it is accepted. Each such contract, purchase order or
subcontract must clearly identify the article to be produced and must identify the license number or exemption under which the
technical data was exported; and

(e) Licenses issued pursuant to this section must be renewed prior to their expiration if offshore procurement is to be
extended beyond the period of validity of the riginal approved license. In all instances a license for offshore procurement must
state as the purpose “Offshore procurement in accordance with the conditions established in the ITAR, including 8124.13. No
other use will be made of the technical data.” If the technical data involved in an offshore procurement arrangement is
otherwise exempt from the licensing requirements of this subchapter (e.g., 8126.4), the DSP-5 referred to in the first sentence
of this section is not required. However, the exporter must comply with the other requirements of this section and provide a
written certification to the Directorate of Defense Trade Controls annually of the offshore procurement activity and cite the
exemption under which the technical data was exported. The exemptions under §125.4 of this subchapter may not be used to
establish offshore procurement arrangements.

[58 FR 39305, July 22, 1993, as amended at 64 FR 17534, Apr. 12, 1999; 71 FR 20543, Apr. 21, 2006]
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§ 124.14 Exports to warehouses or distribution points outside the United States.

(@) Agreements. Agreements (e.g., contracts) between U.S. persons and foreign persons for the warehousing and
distribution of defense articles must be approved by the Directorate of Defense Trade Controls before they enter into force.
Such agreements will be limited to unclassified defense articles and must contain conditions for special distribution, end-use
and reporting. Licenses for exports pursuant to such agreements must be obtained prior to exports of the defense articles
unless an exemption under 8123.16(b)(1) of this subchapter is applicable.

(b) Required information. Proposed warehousing and distribution agreements (and amendments thereto) shall be
submitted to the Directorate of Defense Trade Controls for approval. The following information must be included in all such
agreements:

(1) A description of the defense articles involved including test and support equipment covered by the U.S. Munitions List.
This shall include when applicable the military nomenclature, the Federal stock number, nameplate data, and any
control numbers under which the defense articles were developed or procured by the U.S. Government. Only those
defense articles specifically listed in the agreement will be eligible for export under the exemption in §123.16(b)(1) of
this subchapter.

(2) A detailed statement of the terms and conditions under which the defense articles will be exported and distributed;
(3) The duration of the proposed agreement;

(4) Specific identification of the country or countries that comprise the distribution territory. Distribution must be specifically
limited to the governments of such countries or to private entities seeking to procure defense articles pursuant to a
contract with a government within the distribution territory or to other eligible entities as specified by the Directorate of
Defense Trade Controls. Consequently, any deviation from this condition must be fully explained and justified. A
nontransfer and use certificate (DSP-83) will be required to the same extent required in licensing agreements under
§124.9(b).

(c) Required statements. The following statements must be included in all warehousing and distribution agreements:

(1) “This agreement shall not enter into force, and may not be amended or extended, without the prior written approval of
the Department of State of U.S. Government.”

(2) “This agreement is subject to all United States laws and regulations related to exports and to all administrative acts of
the United States Government pursuant to such laws and regulations.

(3) “The parties to this agreement agree that the obligations contained in this agreement shall not affect the performance
of any obligations created by prior contracts or subcontracts which the parties may have individually or collectively with
the U.S. Government.”

(4) “No liability will be incurred by or attributed to the U.S. Government in connection with any possible infringement of

privately owned patent or proprietary rights, either domestic or foreign by reason of the U.S. Government's approval of
this agreement.”

(5) “No export, sale, transfer, or other disposition of the defense articles covered by this agreement is authorized to any
country outside the distribution territory without the prior written approval of the Directorate of Defense Trade Controls
of the U.S. Department of State.”

(6) “The parties to this agreement agree that an annual report of sales or other transfers pursuant to this agreement of the
licensed articles, by quantity, type, U.S. dollar value, and purchaser or recipient shall be provided by (applicant or
licensee) to the Department of State.” This clause must specify which party is obligated to provide the annual report.
Such reports may be submitted either directly by the licensee or indirectly through the licensor, and may cover
calendar or fiscal years. Reports shall be deemed proprietary information by the

Department of State and will not be disclosed to unauthorized persons.
(See §126.10(b) of this subchapter.)

(7) (Licensee) agrees to incorporate the following statement as an integral provision of a contract, invoice or other
appropriate document whenever the articles covered by this agreement are sold or otherwise transferred:

These commodities are authorized for export by the U.S. Government only to (country of ultimate destination or approved
sales territory). They may not be resold, diverted, transferred, transshipped, or otherwise be disposed of in any other country,
either in their original form or after being incorporated through an intermediate process into other end-items, without the prior
written approval of the U.S. Department of State.
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(8) “All provisions in this agreement which refer to the United States Government and the Department of State will remain
binding on the parties after the termination of the agreement.”

(9) Additional clause. Unless the articles covered by the agreement are in fact intended to be distributed to private persons
or entities (e.g., sporting firearms for commercial resale, cryptographic devices and software for financial and business
applications), the following clause must be included in all warehousing and distribution agreements:

“Sales or other transfers of the licensed article shall be limited to governments of the countries in the
distribution territory and to private entities seeking to procure the licensed article pursuant to a contract with
a government within the distribution territory, unless the prior written approval of the U.S. Department of
State is obtained.”

(d) Special clauses for agreements relating to significant military equipment. With respect to agreements for the
warehousing and distribution of significant military equipment, the following additional provisions must be included in the
agreement:

(1) A completed nontransfer and use certificate (DSP-83) must be executed by the foreign end-user and submitted to the
U.S. Department of State before any transfer may take place.

(2) The prior written approval of the U.S. Department of State must be obtained before entering into a commitment for the
transfer of the licensed article by sale or otherwise to any person or government outside the approved distribution
territory.

(e) Transmittal letters. Requests for approval of warehousing and distribution agreements with foreign persons must be
made by letter. The original letter and seven copies of the letter and seven copies of the proposed agreement shall be
submitted to the Directorate of Defense Trade Controls. The letter shall contain:

(1) A statement giving the applicant’s Directorate of Defense Trade Controls registration number.
(2) A statement identifying the foreign party to the agreement.
(3) A statement identifying the defense articles to be distributed under the agreement.

(4) A statement identifying any U.S. Government contract under which the equipment may have been generated, improved
developed or supplied to the U.S. Government, and whether the equipment was derived from any bid or other proposal
to the U.S. Government.

(5) A statement that no classified defense articles or classified technical data are involved.

(6) A statement identifying any patent application which discloses any of the subject matter of the equipment or related
technical data covered by an invention secrecy order issued by the U.S. Patent and Trademark Office.

(f) Required clauses. The following statements must be made in the letter of transmittal:

(1) “If the agreement is approved by the Department of State, such approval will not be construed by (applicant) as
passing on the legality of the agreement from the standpoint of antitrust laws or other applicable statutes, nor will (the
applicant) construe the Department’s approval as constituting either approval or disapproval of any of the business
terms or conditions between the parties to the agreement.”

(2) “The (applicant) will not permit the proposed agreement to enter into force until it has been approved by the
Department of State.”

(3) “(Applicant) will furnish the Department of State with one copy of the signed agreement (or amendment thereto) within
30 days from the date that the agreement is concluded, and will inform the Department of its termination not less than
30 days prior to expiration. If a decision is made not to conclude the proposed agreement, (applicant) will so inform the
Department within 60 days.”

[58 FR 39305, July 22, 1993, as amended at 71 FR 20544, Apr. 21, 2006]

§ 124.15 Special Export Controls for Defense Articles and Defense Services Controlled under Category XV: Space
Systems and Space Launches.

(@) The export of any satellite or related item (see §121.1, Category XV(a) and (e)) or any defense service controlled by
this subchapter associated with the launch in, or by nationals of, a country that is not a member of the North Atlantic Treaty
Organization or a major non-NATO ally of the United States always requires special exports controls, in addition to other export
controls required by this subchapter, as follows:
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(1) All licenses and other requests for approval require a technology transfer control plan (TTCP) approved by the
Department of Defense and an encryption technology control plan approved by the National Security Agency. Drafts
reflecting advance discussions with both agencies must accompany submission of the license application or proposed
technical assistance agreement, and the letter of transmittal required in §124.12 must identify the U.S. Government
officials familiar with the preparation of the draft TTCPs. The TTCP must require any U.S. person or entity involved in
the export to notify the Department of Defense in advance of all meetings and interactions with any foreign person or
entity that is a party to the export and require such U.S. person or entity to certify that it has complied with this
notification requirement within 30 days after launch.

(2) The U.S. person must make arrangements with the Department of Defense for monitoring. The costs of such
monitoring services must be fully reimbursed to the Department of Defense by the U.S. person receiving such services.
The letter of transmittal required under 8124.12 must also state that such reimbursement arrangements have been
made with the Department of Defense and identify the specific Department of Defense official with whom these
arrangements have been made. As required by Public Law 105-261, such monitoring will cover, but not be limited to—

(i) Technical discussions and activities, including the design, development, operation, maintenance, modification, and
repair of satellites, satellite components, missiles, other equipment, launch facilities, and launch vehicles;

(i) Satellite processing and launch activities, including launch preparation, satellite transportation, integration of the
satellite with the launch vehicle, testing and checkout prior to launch, satellite launch, and return of equipment to
the United States;

(iii) Activities relating to launch failure, delay, or cancellation, including post-launch failure investigations or analyses
with regard to either the launcher or the satellite; and

(iv) All other aspects of the launch.

(b) Mandatory licenses for launch failure (crash) investigations or analyses: In the event of a failure of a launch from a
foreign country (including a post liftoff failure to reach proper orbit)—

(1) The activities of U.S. persons or entities in connection with any subsequent investigation or analysis of the failure
continue to be subject to the controls established under section 38 of the Arms Export Control Act, including the
requirements under this subchapter for express approval prior to participation in such investigations or analyses,
regardless of whether a license was issued under this subchapter for the initial export of the satellite or satellite
component;

(2) Officials of the Department of Defense must monitor all activities associated with the investigation or analyses to insure
against unauthorized transfer of technical data or services and U.S. persons must follow the procedures set forth in
paragraphs (a)(1) and (a)(2) of this Category.

(c) Although Public Law 105-261 does not require the application of special export controls for the launch of U.S.-origin
satellites and components from or by nationals of countries that are members of NATO or major non-NATO allies, such export
controls may nonetheless be applied, in addition to any other export controls required under this subchapter, as appropriate in
furtherance of the security and foreign policy of the United States. Further, the export of any article or defense service
controlled under this subchapter to any destination may also require that the special export controls identified in paragraphs
(2)(1) and (a)(2) of this category be applied in furtherance of the security and foreign policy of the United States.

(d) Mandatory licenses for exports to insurance providers and underwriters: None of the exemptions or sub-licensing
provisions available in this subchapter may be used for the export of technical data in order to obtain or satisfy insurance
requirements. Such exports are always subject to the prior approval and re-transfer requirements of sections 3 and 38 of the
Arms Export Control Act, as applied by relevant provisions of this subchapter.

[64 FR 13681, Mar. 22, 1999]

§ 124.16 Special retransfer authorizations for unclassified technical data and defense services to member states of
NATO and the European Union, Australia, Japan, New Zealand, and Switzerland.

The provisions of §124.8(5) of this subchapter notwithstanding, pursuant to this subsection the Department may approve
access to unclassified defense articles exported in furtherance of or produced as a result of a TAA/MLA, and retransfer of
technical data and defense services to individuals who are third country/dual national employees of the foreign signatory or its
approved sub-licensees provided they are nationals exclusively of countries that are members of NATO the European Union,
Australia, Japan, New Zealand, and Switzerland and their employer is a signatory to the agreement or has executed a Non
Disclosure Agreement. The retransfer must take place completely within the physical territories of these countries or the United
States. Permanent retransfer of hardware is not authorized.

[72 FR 71786, Dec. 19, 2007]
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PART 125 LICENSES FOR THE EXPORT OF TECHNICAL DATA AND CLASSIFIED DEFENSE ARTICLES

§ 125.1 Exports subject to this part.

(@) The controls of this part apply to the export of technical data and the export of classified defense articles. Information
which is in the public domain (see 8120.11 of this subchapter and §125.4(b)(13)) is not subject to the controls of this
subchapter.

(b) A license for the export of technical data and the exemptions in 8125.4 may not be used for foreign production
purposes or for technical assistance unless the approval of the Directorate of Defense Trade Controls has been obtained.
Such approval is generally provided only pursuant to the procedures specified in part 124 of this subchapter.

(c) Technical data authorized for export may not be reexported, transferred or diverted from the country of ultimate end-
use or from the authorized foreign end-user (as designated in the license or approval for export) or disclosed to a national of
another country without the prior written approval of the Directorate of Defense Trade Controls.

(d) The controls of this part apply to the exports referred to in paragraph (a) of this section regardless of whether the
person who intends to export the technical data produces or manufactures defense articles if the technical data is determined
by the Directorate of Defense Trade Controls to be subject to the controls of this subchapter.

(e) The provisions of this subchapter do not apply to technical data related to articles in Category VI(e) and Category XVI.
The export of such data is controlled by the Department of Energy and the Nuclear Regulatory Commission pursuant to the
Atomic Energy Act of 1954, as amended, and the Nuclear Non-Proliferation Act of 1978.

[58 FR 39310, July 22, 1993, as amended at 71 FR 20544, Apr. 21, 2006]

§ 125.2 Exports of unclassified technical data.

(a) License. A license (DSP-5) is required for the export of unclassified technical data unless the export is exempt from the
licensing requirements of this subchapter. In the case of a plant visit, details of the proposed discussions must be transmitted
to the Directorate of Defense Trade Controls for an appraisal of the technical data. Seven copies of the technical data or the
details of the discussion must be provided.

(b) Patents. A license issued by the Directorate of Defense Trade Controls is required for the export of technical data
whenever the data exceeds that which is used to support a domestic filing of a patent application or to support a foreign filing
of a patent application whenever no domestic application has been filed. Requests for the filing of patent applications in a
foreign country, and requests for the filing of amendments, modifications or supplements to such patents, should follow the
regulations of the U.S. Patent and Trademark Office in accordance with 37 CFR part 5. The export of technical data to support
the filing and processing of patent applications in foreign countries is subject to regulations issued by the U.S. Patent and
Trademark Office pursuant to 35 U.S.C. 184.

(c) Disclosures. Unless otherwise expressly exempted in this subchapter, a license is required for the oral, visual or
documentary disclosure of technical data by U.S. persons to foreign persons. A license is required regardless of the manner in
which the technical data is transmitted (e.g., in person, by telephone, correspondence, electronic means, etc.). A license is
required for such disclosures by U.S. persons in connection with visits to foreign diplomatic missions and consular offices.

[58 FR 39310, July 22, 1993, as amended at 71 FR 20544, Apr. 21, 2006]

§125.3 Exports of classified technical data and classified defense articles.

(@) A request for authority to export defense articles, including technical data, classified by a foreign government or
pursuant to Executive Order 12356, successor orders, or other legal authority must be submitted to the Directorate of Defense
Trade Controls for approval. The application must contain full details of the proposed transaction. It should also list the facility
security clearance code of all U.S. parties on the license and include the Defense Security Service cognizant security office of
the party responsible for packaging the commodity for shipment. A nontransfer and use certificate (Form DSP-83) executed by
the applicant, foreign consignee, end-user and an authorized representative of the foreign government involved will be required.

(b) Classified technical data which is approved by the Directorate of Defense Trade Controls either for export or reexport
after a temporary import will be transferred or disclosed only in accordance with the requirements in the Department of
Defense National Industrial Security Program Operating Manual (unless such requirements are in direct conflict with guidance
provided by the Directorate of Defense Trade Controls, in which case the latter guidance must be followed). Any other
requirements imposed by cognizant U.S. departments and agencies must also be satisfied.
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(c) The approval of the Directorate of Defense Trade Controls must be obtained for the export of technical data by a U.S.
person to a foreign person in the U.S. or in a foreign country unless the proposed export is exempt under the provisions of this
subchapter.

(d) All communications relating to a patent application covered by an invention secrecy order are to be addressed to the
U.S. Patent and Trademark Office (see 37 CFR 5.11).

[58 FR 39310, July 22, 1993, as amended at 71 FR 20544, Apr. 21, 2006]

§ 125.4 Exemptions of general applicability.

(a) The following exemptions apply to exports of technical data for which approval is not needed from the Directorate of
Defense Trade Controls. These exemptions, except for paragraph (b)(13) of this section, do not apply to exports to proscribed
destinations under §126.1 of this subchapter or for persons considered generally ineligible under §120.1(c) of this subchapter.
The exemptions are also not applicable for purposes of establishing offshore procurement arrangements or producing defense
articles offshore (see §124.13), except as authorized under §125.4 (c). If 8126.8 of this subchapter requirements are applicable,
they must be met before an exemption under this section may be used. Transmission of classified information must comply
with the requirements of the Department of Defense National Industrial Security Program Operating Manual (unless such
requirements are in direct conflict with guidance provided by the Directorate of Defense Trade Controls, in which case the latter
guidance must be followed) and the exporter must certify to the transmittal authority that the technical data does not exceed
the technical limitation of the authorized export.

(b) The following exports are exempt from the licensing requirements of this subchapter.

(1) Technical data, including classified information, to be disclosed pursuant to an official written request or directive from
the U.S. Department of Defense;

(2) Technical data, including classified information, in furtherance of a manufacturing license or technical assistance
agreement approved by the Department of State under part 124 of this subchapter and which meet the requirements
of §124.3 of this subchapter;

(3) Technical data, including classified information, in furtherance of a contract between the exporter and an agency of the
U.S. Government, if the contract provides for the export of the data and such data does not disclose the details of
design, development, production, or manufacture of any defense article;

(4) Copies of technical data, including classified information, previously authorized for export to the same recipient.
Revised copies of such technical data are also exempt if they pertain to the identical defense article, and if the
revisions are solely editorial and do not add to the content of technology previously exported or authorized for export to
the same recipient;

(5) Technical data, including classified information, in the form of basic operations, maintenance, and training information
relating to a defense article lawfully exported or authorized for export to the same recipient. Intermediate or depot-level
repair and maintenance information may be exported only under a license or agreement approved specifically for that
purpose;

(6) Technical data, including classified information, related to firearms not in excess of caliber .50 and ammunition for such
weapons, except detailed design, development, production or manufacturing information;

(7) Technical data, including classified information, being returned to the original source of import;

(8) Technical data directly related to classified information which has been previously exported or authorized for export in
accordance with this part to the same recipient, and which does not disclose the details of the design, development,
production, or manufacture of any defense article;

(9) Technical data, including classified information, sent by a U.S. corporation to a U.S. person employed by that
corporation overseas or to a U.S. Government agency. This exemption is subject to the limitations of §125.1(b) and
may be used only if:

(i) The technical data is to be used overseas solely by U.S. persons;

(i) If the U.S. person overseas is an employee of the U.S. Government or is directly employed by the U.S.
corporation and not by a foreign subsidiary; and

(i) The classified information is sent overseas in accordance with the requirements of the Department of Defense
National Industrial Security Program Operating Manual (unless such requirements are in direct conflict with
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guidance provided by the Directorate of Defense Trade Controls, in which case the latter guidance must be
followed).

(10) Disclosures of unclassified technical data in the U.S. by U.S. institutions of higher learning to foreign persons who are
their bona fide and full time regular employees. This exemption is available only if:

(i) The employee’s permanent abode throughout the period of employment is in the United States;

(i) The employee is not a national of a country to which exports are prohibited pursuant to §126.1 of this subchapter;
and

(i) The institution informs the individual in writing that the technical data may not be transferred to other foreign
persons without the prior written approval of the Directorate of Defense Trade Controls;

(11) Technical data, including classified information, for which the exporter, pursuant to an arrangement with the
Department of Defense, Department of Energy or NASA which requires such exports, has been granted an exemption
in writing from the licensing provisions of this part by the Directorate of Defense Trade Controls. Such an exemption
will normally be granted only if the arrangement directly implements an international agreement to which the United
States is a party and if multiple exports are contemplated. The Directorate of Defense Trade Controls, in consultation
with the relevant U.S. Government agencies, will determine whether the interests of the United States Government are
best served by expediting exports under an arrangement through an exemption (see also paragraph (b)(3) of this
section for a related exemption);

(12) Technical data which is specifically exempt under part 126 of this subchapter; or

(13) Technical data approved for public release (i.e., unlimited distribution) by the cognizant U.S. Government department
or agency or Office of Freedom of Information and Security Review. This exemption is applicable to information
approved by the cognizant U.S. Government department or agency for public release in any form. It does not require
that the information be published in order to qualify for the exemption.

(c) Defense services and related unclassified technical data are exempt from the licensing requirements of this subchapter,
to nationals of NATO countries, Australia, Japan, and Sweden, for the purposes of responding to a written request from the
Department of Defense for a quote or bid proposal. Such exports must be pursuant to an official written request or directive
from an authorized official of the U.S. Department of Defense. The defense services and technical data are limited to
paragraphs (c)(1), (c)(2), and (c)(3) of this section and must not include paragraphs (c)(4), (c)(5), and (c)(6) of this section
which follow:

(1) Build-to-Print. “Build-to-Print” means that a foreign consignee can produce a defense article from engineering drawings
without any technical assistance from a U.S. exporter. This transaction is based strictly on a “hands-off’ approach
since the foreign consignee is understood to have the inherent capability to produce the defense article and only lacks
the necessary drawings. Supporting documentation such as acceptance criteria, and specifications, may be released
on an as-required basis (i.e. “must have”) such that the foreign consignee would not be able to produce an acceptable
defense article without this additional supporting documentation. Documentation which is not absolutely necessary to
permit manufacture of an acceptable defense article (i.e. “nice to have”) is not considered within the boundaries of a
“Build-to-Print” data package;

(2) Build/Design-to-Specification. “Build/Design-to-Specification” means that a foreign consignee can design and produce
a defense article from requirement specifications without any technical assistance from the U.S. exporter. This
transaction is based strictly on a “hands-off” approach since the foreign consignee is understood to have the inherent
capability to both design and produce the defense article and only lacks the necessary requirement information;

(3) Basic Research. “Basic Research” means a systemic study directed toward greater knowledge or understanding of the
fundamental aspects of phenomena and observable facts without specific applications towards processes or products
in mind. It does not include “Applied Research” (i.e. a systemic study to gain knowledge or understanding necessary to
determine the means by which a recognized and specific need may be met. It is a systematic application of knowledge
toward the production of useful materials, devices, and systems or methods, including design, development, and
improvement of prototypes and new processes to meet specific requirements.);

(4) Design Methodology, such as: The underlying engineering methods and design philosophy utilized (i.e., the “why” or
information that explains the rationale for particular design decision, engineering feature, or performance requirement);
engineering experience (e.g., lessons learned); and the rationale and associated databases (e.g., design allowables,
factors of safety, component life predictions, failure analysis criteria) that establish the operational requirements (e.g.,
performance, mechanical, electrical, electronic, reliability and maintainability) of a defense article. (Final analytical
results and the initial conditions and parameters may be provided.)

(5) Engineering Analysis, such as: Analytical methods and tools used to design or evaluate a defense article’s
performance against the operational requirements. Analytical methods and tools include the development and/or use
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of mockups, computer models and simulations, and test facilities. (Final analytical results and the initial conditions and
parameters may be provided.)

(6) Manufacturing Know-how, such as: information that provides detailed manufacturing processes and techniques needed
to translate a detailed design into a qualified, finished defense article. (Information may be provided in a build-to-print
package that is necessary in order to produce an acceptable defense article.)

(d)(1) Defense services for the items identified in §123.16(b)(10) of this subchapter exported by accredited U.S. institutions
of higher learning are exempt from the licensing requirements of this subchapter when the export is:

(i) To countries identified in §123.16(b)(10)(i) of this subchapter and exclusively to nationals of such countries when
engaged in international fundamental research conducted under the aegis of an accredited U.S. institution of
higher learning; and

(i) In direct support of fundamental research as defined in §120.11(8) of this subchapter being conducted either at
accredited U.S. institutions of higher learning or an accredited institution of higher learning, a governmental
research center or an established government funded private research center located within the countries
identified in 8123.16(b)(10)(i) of this subchapter; and

(iii) Limited to discussions on assembly of any article described in §123.16(b)(10) of this subchapter and or
integrating any such article into a scientific, research, or experimental satellite.

(2) The exemption in paragraph (d)(1) of this section, while allowing accredited U.S. institutions of higher learning to
participate in technical meetings with foreign nationals from countries specified in 8123.16(b)(10)(i) of this subchapter
for the purpose of conducting space scientific fundamental research either in the United States or in these countries
when working with information that meets the requirements of §120.11 of this subchapter in activities that would
generally be controlled as a defense service in accordance with §124.1(a) of this subchapter, does not cover:

(i) Any level of defense service or information involving launch activities including the integration of the satellite or
spacecraft to the launch vehicle;

(ii) Articles and information listed in the Missile Technology Control Regime (MTCR) Annex or classified as significant
military equipment; or

(iii) The transfer of or access to technical data, information, or software that is otherwise controlled by this subchapter.

[58 FR 39310, July 22, 1993, as amended at 65 FR 45284, July 21, 2000; 66 FR 35900, July 10, 2001; 67 FR 15101, Mar. 29,
2002; 71 FR 20545, Apr. 21, 2006]

§125.5 Exemptions for plant visits.

(a) A license is not required for the oral and visual disclosure of unclassified technical data during the course of a classified
plant visit by a foreign person, provided: The classified visit has itself been authorized pursuant to a license issued by the
Directorate of Defense Trade Controls; or the classified visit was approved in connection with an actual or potential
government-to-government program or project by a U.S. Government agency having classification jurisdiction over the
classified defense article or classified technical data involved under Executive Order 12356 or other applicable Executive Order;
and the unclassified information to be released is directly related to the classified defense article or technical data for which
approval was obtained and does not disclose the details of the design, development, production or manufacture of any other
defense articles. In the case of visits involving classified information, the requirements of the Department of Defense National
Industrial Security Program Operating Manual must be met (unless such requirements are in direct conflict with guidance
provided by the Directorate of Defense Trade Controls, in which case the latter guidance must be followed).

(b) The approval of the Directorate of Defense Trade Controls is not required for the disclosure of oral and visual classified
information to a foreign person during the course of a plant visit approved by the appropriate U.S. Government agency if: The
requirements of the Department of Defense National Industrial Security Program Operating Manual have been met (unless
such requirements are in direct conflict with guidance provided by the Directorate of Defense Trade Controls, in which case the
latter guidance must be followed); the classified information is directly related to that which was approved by the U.S.
Government agency; it does not exceed that for which approval was obtained; and it does not disclose the details of the design,
development, production or manufacture of any defense articles.

(c) Alicense is not required for the disclosure to a foreign person of unclassified technical data during the course of a plant
visit (either classified or unclassified) approved by the Directorate of Defense Trade Controls or a cognizant U.S. Government
agency provided the technical data does not contain information in excess of that approved for disclosure. This exemption
does not apply to technical data which could be used for design, development, production or manufacture of a defense article.

[71 FR 20545, Apr. 21, 2006]
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§125.6 Certification requirements for exemptions.

(@) To claim an exemption for the export of technical data under the provisions of this subchapter (e.g., 88125.4 and 125.5),
the exporter must certify that the proposed export is covered by a relevant section of this subchapter, to include the paragraph
and applicable subparagraph. Certifications consist of clearly marking the package or letter containing the technical data “22
CFR [insert ITAR exemption] applicable.” This certification must be made in written form and retained in the exporter’s files for
a period of 5 years (see §123.22 of this subchapter).

(b) For exports that are oral, visual, or electronic the exporter must also complete a written certification as indicated in
paragraph (a) of this section and retain it for a period of 5 years.

[68 FR 61102, Oct. 27, 2003]

§125.7 Procedures for the export of classified technical data and other classified defense articles.

(a) All applications for the export or temporary import of classified technical data or other classified defense articles must
be submitted to the Directorate of Defense Trade Controls on Form DSP-85.

(b) An application for the export of classified technical data or other classified defense articles must be accompanied by
seven copies of the data and a completed Form DSP-83 (see §123.10 of this subchapter). Only one copy of the data or
descriptive literature must be provided if a renewal of the license is requested. All classified materials accompanying an
application must be transmitted to the Directorate of Defense Trade Controls in accordance with the procedures contained in
the Department of Defense National Industrial Security Program Operating Manual (unless such requirements are in direct
conflict with guidance provided by the Directorate of Defense Trade Controls, in which case the latter guidance must be
followed).

[71 FR 20546, Apr. 21, 2006]

§125.8 [Reserved]

§125.9 Filing of licenses and other authorizations for exports of classified technical data and classified defense
articles.

Licenses and other authorizations for the export of classified technical data or classified defense articles will be forwarded
by the Directorate of Defense Trade Controls to the Defense Security Service of the Department of Defense in accordance with
the provisions of the Department of Defense National Industrial Security Program Operating Manual (unless such requirements
are in direct conflict with guidance provided by the Directorate of Defense Trade Controls, in which case the latter guidance
must be followed). The Directorate of Defense Trade Controls will forward a copy of the license to the applicant for the
applicant’s information. The Defense Security Service will return the endorsed license to the Directorate of Defense Trade
Controls upon completion of the authorized export or expiration of the license, whichever occurs first.

[71 FR 20546, Apr. 21, 2006]

PART 126 GENERAL POLICIES AND PROVISIONS

§ 126.1 Prohibited exports and sales to certain countries.

(&) General. It is the policy of the United States to deny licenses and other approvals for exports and imports of defense
articles and defense services, destined for or originating in certain countries. This policy applies to Belarus, Cuba, Eritrea, Iran,
North Korea, Syria, and Venezuela. This policy also applies to countries with respect to which the United States maintains an
arms embargo (e.g., Burma, China, Liberia, and Sudan) or whenever an export would not otherwise be in furtherance of world
peace and the security and foreign policy of the United States. Information regarding certain other embargoes appears
elsewhere in this section. Comprehensive arms embargoes are normally the subject of a State Department notice published in
the Federal Register. The exemptions provided in the regulations in this subchapter, except §123.17 of this subchapter, do not
apply with respect to articles originating in or for export to any proscribed countries, areas, or persons in this §126.1.

(b) Shipments. A defense article licensed for export under this subchapter may not be shipped on a vessel, aircraft or other
means of conveyance which is owned or operated by, or leased to or from, any of the proscribed countries or areas.

(c) Exports and sales prohibited by United Nations Security Council embargoes. Whenever the United Nations Security
Council mandates an arms embargo, all transactions that are prohibited by the embargo and that involve U.S. persons
anywhere, or any person in the United States, and defense articles or services of a type enumerated on the United States
Munitions List (22 CFR part 121), irrespective of origin, are prohibited under the ITAR for the duration of the embargo, unless
the Department of State publishes a notice in the Federal Register specifying different measures. This would include, but is not
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limited to, transactions involving trade by U.S. persons who are located inside or outside of the United States in defense
articles or services of U.S. or foreign origin that are located inside or outside of the United States. United Nations Arms
Embargoes include, but are not necessarily limited to, the following countries:

(1) Cote d'lvoire

(2) Democratic Republic of Congo (see also paragraph (i) of this section)
3) Iraq

(4) Iran

(5) Lebanon

(6) Liberia

(7) North Korea

(8) Sierra Leone

(9) Somalia

(10) Sudan

(d) Terrorism. Exports to countries which the Secretary of State has determined to have repeatedly provided support for
acts of international terrorism are contrary to the foreign policy of the United States and are thus subject to the policy specified
in paragraph (a) of this section and the requirements of section 40 of the Arms Export Control Act (22 U.S.C. 2780) and the
Omnibus Diplomatic Security and Anti-Terrorism Act of 1986 (22 U.S.C. 4801, note). The countries in this category are: Cuba,
Iran, North Korea, Sudan and Syria.

(e) Proposed sales. No sale or transfer and no proposal to sell or transfer any defense articles, defense services or
technical data subject to this subchapter may be made to any country referred to in this section (including the embassies or
consulates of such a country), or to any person acting on its behalf, whether in the United States or abroad, without first
obtaining a license or written approval of the Directorate of Defense Trade Controls. However, in accordance with paragraph (a)
of this section, it is the policy of the Department of State to deny licenses and approvals in such cases. Any person who knows
or has reason to know of such a proposed or actual sale, or transfer, of such articles, services or data must immediately inform
the Directorate of Defense Trade Controls.

(f) Irag. It is the policy of the United States to deny licenses, other approvals, exports and imports of defense articles,
destined for or originating in Iragq except, if determined to be in the national interest of the United States and subject to the
notification requirements of section 1504 of Public Law 108-11, exports may be authorized of nonlethal military equipment and,
in the case of lethal military equipment, only that which is designated by the Secretary of State (or designee) for use by a
reconstituted (or interim) Iraqi military or police force, and of small arms designated by the Secretary of State (or designee) for
use for private security purposes.

(g) Afghanistan. It is the policy of the United States to deny licenses, other approvals, exports and imports of defense
articles and defense services, destined for or originating in Afghanistan except for the Government of Afghanistan (currently
the Afghan Interim Authority) and the International Security Assistance Force, which will be reviewed on a case-by-case basis.
In addition, lists of persons subject to a broad prohibition, including an arms embargo, due to their affiliation with the Taliban,
Usama bin Laden, Al-Qaida or those associated with them will continue to be published from time to time.

(h) [Reserved]

(i) Democratic Republic of the Congo. It is the policy of the United States to deny licenses, other approvals, exports or
imports of defense articles and defense services destined for or originating in the Democratic Republic of the Congo except for
non-lethal equipment and training (lethal and non-lethal) to the United Nations Organization Mission in the Democratic
Republic of the Congo (MONUC), the transitional National Unity Government of the Democratic Republic of the Congo and the
integrated Congolese national army and police forces, such units operating under the command of the etat-major integre of the
Congolese Armed Forces or National Police, and such units in the process of being integrated outside the provinces of North
and South Kivu and the Ituri district; and non-lethal equipment for humanitarian or protective use, and related assistance and
training, as notified in advance to the UN. An arms embargo exists with respect to any recipient in the Democratic Republic of
the Congo.

() Haiti. It is the policy of the United States to deny licenses, other approvals, exports or imports of defense articles and
defense services, destined for or originating in Haiti. A denial policy will remain for exports or imports of defense articles and
defense services destined for or originating in Haiti except, on a case-by-case basis, for supplies of arms and related materials
or technical training and assistance intended solely for the support of or use by security units that operate under the command
of the Government of Haiti, supplies of arms and related materials for technical training and assistance intended solely for the
support of or use by the United Nations or a United Nations-authorized mission, and personal protective clothing, including flak
jackets and helmets, for use by personnel from the United Nations and other international organizations, representatives of the
media, and development workers and associated personnel. All shipments of arms and related materials consistent with such
exemptions shall only be made to Haitian security units as designated by the Government of Haiti, in coordination with the U.S.
Government.

(k) Libya. It is the policy of the United Sates to deny licenses, other approvals, exports or imports of defense articles and
defense services destined for or originating in Libya except, on a case-by-case basis, for:
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(1) Non-lethal defense articles and defense services,

(2) Non-lethal safety-of-use defense articles (e.g., cartridge actuated devices, propellant actuated devices and technical
manuals for military aircraft for purposes of enhancing the safety of the aircrew) as spare parts for lethal end-items.

For non-lethal defense end-items, no distinction will be made between Libya’s existing and new inventory.

() Vietnam. It is the policy of the United Sates to deny licenses, other approvals, exports or imports of defense articles and
defense services destined for or originating in Vietham except, on a case-by-case basis, for:

(1) Non-lethal defense articles and defense services, and

(2) Non-lethal, safety-of-use defense articles (e.g., cartridge actuated devices, propellant actuated devices and technical
manuals for military aircraft for purposes of enhancing the safety of the aircraft crew) for lethal end-items.

For non-lethal defense end-items, no distinction will be made between Vietnam’s existing and new inventory.

(m) Somalia. It is the policy of the United Sates to deny licenses, or other approvals, for exports or imports of defense
articles and defense services destined for or originating in Somalia. A denial policy will remain for exports or imports of defense
articles and defense services destined for or originating in Somalia except, on a case-by-case basis, for defense articles and
defense services intended solely for:

(1) Support for the African Union Mission to Somalia (AMISOM), and

(2) Support for the purpose of helping develop security sector institutions in Somalia that further the objectives of peace,
stability and reconciliation in Somalia, after advance notification of the proposed export by the United States
Government to the UN Somalia Sanctions Committee and the absence of a negative decision by that committee.

Exemptions from the licensing requirement may not be used with respect to any export to Somalia unless specifically
authorized in writing by the Directorate of Defense Trade Controls.

(n) Sri Lanka. It is the policy of the United States to deny licenses and other approvals to export or otherwise transfer
defense articles and services to Sri Lanka except, on a case-by-case basis, for technical data or equipment made available for
the limited purposes of maritime and air surveillance and communications.

[58 FR 39312, July 22, 1993, as amended at 59 FR 15625, Apr. 4, 1994; 59 FR 42158, Aug. 17, 1994; 61 FR 6113, Feb. 16,
1996; 67 FR 44352, July 2, 2002; 68 FR 44614, July 30, 2003; 68 FR 65634, Nov. 21, 2003; 69 FR 18811, Apr. 9, 2004; 70 FR
50967, Aug. 29, 2005; 71 FR 20546, Apr. 21, 2006; 71 FR 58497, Oct. 4, 2006; 72 FR 5615, Feb. 7, 2007; 72 FR 15831, Apr.
3,2007; 72 FR 28603, May 22, 2007; 72 FR 71575, Dec. 18, 2007; 73 FR 15410, Mar. 24, 2008]

§126.2 Temporary suspension or modification of this subchapter.

The Deputy Assistant Secretary for Defense Trade Controls or the Managing Director, Directorate of Defense Trade
Controls, may order the temporary suspension or modification of any or all of the regulations of this subchapter in the interest
of the security and foreign policy of the United States.

[71 FR 20546, Apr. 21, 2006]

§ 126.3 Exceptions.

In a case of exceptional or undue hardship, or when it is otherwise in the interest of the United States Government, the
Director, Office of Defense Trade Controls may make an exception to the provisions of this subchapter.

§ 126.4 Shipments by or for United States Government agencies.

(@) A license is not required for the temporary import, or temporary export, of any defense article, including technical data
or the performance of a defense service, by or for any agency of the U.S. Government for official use by such an agency, or for
carrying out any foreign assistance, cooperative project or sales program authorized by law and subject to control by the
President by other means. This exemption applies only when all aspects of a transaction (export, carriage, and delivery abroad)
are affected by a United States Government agency or when the export is covered by a United States Government Bill of
Lading. This exemption, however, does not apply when a U.S. Government agency acts as a transmittal agent on behalf of a
private individual or firm, either as a convenience or in satisfaction of security requirements. The approval of the Directorate of
Defense Trade Controls must be obtained before defense articles previously exported pursuant to this exemption are
permanently transferred (e.g., property disposal of surplus defense articles overseas) unless the transfer is pursuant to a grant,
sale, lease, loan or cooperative project under the Arms Export Control Act or a sale, lease or loan under the Foreign
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Assistance Act of 1961, as amended, or the defense articles have been rendered useless for military purposes beyond the
possibility of restoration.

NoTE: Special definition. For purposes of this section, defense articles exported abroad for incorporation into a foreign
launch vehicle or for use on a foreign launch vehicle or satellite that is to be launched from a foreign country shall be
considered a permanent export.

(b) This section does not authorize any department or agency of the U.S. Government to make any export which is
otherwise prohibited by virtue of other administrative provisions or by any statute.

(c) A license is not required for the temporary import, or temporary or permanent export, of any classified or unclassified
defense articles, including technical data or the performance of a defense service, for end-use by a U.S. Government Agency
in a foreign country under the following circumstances:

(1) The export or temporary import is pursuant to a contract with, or written direction by, an agency of the U.S.
Government; and

(2) The end-user in the foreign country is a U.S. Government agency or facility, and the defense articles or technical data
will not be transferred to any foreign person; and

(3) The urgency of the U.S. Government requirement is such that the appropriate export license or U.S. Government Bill of
Lading could not have been obtained in a timely manner.

(d) A Shipper's Export Declaration (SED), required under §123.22 of this subchapter, and a written statement by the
exporter certifying that these requirements have been met must be presented at the time of export to the appropriate Port
Director of U.S. Customs and Border Protection or Department of Defense transmittal authority. A copy of the SED and the
written certification statement shall be provided to the Directorate of Defense Trade Controls immediately following the export.

[58 FR 39312, July 22, 1993, as amended at 70 FR 50964, Aug. 29, 2005]

§ 126.5 Canadian exemptions.

(@) Temporary import of defense articles. Port Director of U.S. Customs and Border Protection and postmasters shall
permit the temporary import and return to Canada without a license of any unclassified defense articles (see §120.6 of this
subchapter) that originate in Canada for temporary use in the United States and return to Canada. All other temporary imports
shall be in accordance with §8123.3 and 123.4 of this subchapter.

(b) Permanent and temporary export of defense articles. Except as provided below, the Port Director of U.S. Customs and
Border Protection and postmasters shall permit, when for end-use in Canada by Canadian Federal or Provincial governmental
authorities acting in an official capacity or by a Canadian-registered person or return to the United States, the permanent and
temporary export to Canada without a license of defense articles and related technical data identified in 22 CFR 121.1. The
above exemption is subject to the following limitations: Defense articles and related technical data, and defense services
identified in paragraphs (b)(1) through (b)(21) of this section and exports that transit third countries. Such limitations also are
subject to meeting the requirements of this subchapter, (to include 22 CFR 120.1(c) and (d), parts 122 and 123 (except insofar
as exemption from licensing requirements is herein authorized) and §126.1, and the requirement to obtain non-transfer and
use assurances for all significant military equipment. For purposes of this section, “Canadian-registered person” is any
Canadian national (including Canadian business entities organized under the laws of Canada), dual citizen of Canada and a
third country (subject to 8126.1), and permanent resident registered in Canada in accordance with the Canadian Defense
Production Act, and such other Canadian Crown Corporations identified by the Department of State in a list of such persons
publicly available through the Internet Web site of the Directorate of Defense Trade Controls and by other means. The defense
articles, related technical data, and defense services identified in 22 CFR 121.1 continuing to require a license are:

(1) All classified articles, technical data and defense services covered by §121.1 of this subchapter.
(2) All Missile Technology Control Regime (MTCR) Annex Items.
(3) Defense services covered by part 124 of this subchapter, except for those in paragraph (c) of this section.

(4) Any transaction involving the export of defense articles and defense services for which congressional notification is
required in accordance with §123.15 and §124.11 of this subchapter.

(5) All technical data and defense services for gas turbine engine hot sections covered by Categories VI(f) and VIli(b).
(This does not include hardware).

(6) Firearms, close assault weapons and combat shotguns listed in Category I.
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(7) Ammunition listed in Category Il for the firearms in Category |I.

(8) Nuclear weapons strategic delivery systems and all components, parts, accessories and attachments specifically
designed for such systems and associated equipment.

(9) Naval nuclear propulsion equipment listed in Category VI(e).
(10) All Category Vlli(a) items, and developmental aircraft, engines and components identified in Category VIII(f).

(11) All Category XlI(c), except any 1st- and 2nd-generation image intensification tube and 1st- and 2nd-generation image
intensification night sighting equipment. End items (see 8121.8 of this subchapter) in Category Xll(c) and related
technical data limited to basic operations, maintenance and training information as authorized under the exemption in
8125.4(b)(5) of this subchapter may be exported directly to a Canadian Government entity (i.e. federal, provincial,
territorial, or municipal) without a license.

(12) Chemical agents listed in Category XIV (a), (d), and (e), biological agents and biologically derived substances in
Category XIV (b), and equipment listed in Category XIV (f) for dissemination of the chemical agents and biological
agents listed in Category XIV (a), (b), (d), and (e).

(13) Nuclear radiation measuring devices manufactured to military specifications listed in Category XVI(c).

(14) All spacecraft in Category XV(a), except commercial communications satellites.

(15) Category XV(c), except end items (see §121.8 of this subchapter) for end use by the Federal Government of Canada
exported directly or indirectly through a Canadian-registered person.

(16) Category XV(d).
(17) The following systems, components and parts included within the coverage of Category XV(e):

(i) Anti-jam systems with the ability to respond to incoming interference by adaptively reducing antenna gain (nulling)
in the direction of the interference.

(i) Antennas:
(A) With aperture (overall dimension of the radiating portions of the antenna) greater than 30 feet; or
(B) With all sidelobes less than or equal to -35dB, relative to the peak of the main beam; or

(C) Designed, modified, or configured to provide coverage area on the surface of the earth less than 200 nautical
miles in diameter, where “coverage area” is defined as that area on the surface of the earth that is illuminated by the
main beam width of the antenna (which is the angular distance between half power points of the beam).

(iii) Optical intersatellite data links (cross links) and optical ground satellite terminals.

(iv) Spaceborne regenerative baseband processing (direct up and down conversion to and from baseband)
equipment.

(v) Propulsion systems which permit acceleration of the satellite on-orbit (i.e., after mission orbit injection) at rates
greater than 0.1g.

(vi) Attitude control and determination systems designed to provide spacecraft pointing determination and control or
payload pointing system control better than 0.02 degrees per axis.

(vii) All specifically designed or modified systems, components, parts, accessories, attachments, and associated
equipment for all Category XV(a) items, except when specifically designed or modified for use in commercial
communications satellites.

(18) Nuclear weapons, design and testing equipment listed in Category XVI.
(19) Submersible and oceanographic vessels and related articles listed in Category XX(a) through (d).
(20) Miscellaneous articles covered by Category XXI.

(21) Man-portable air defense systems, and their parts and components, and technical data for such systems covered by
Category V.
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(c) Defense service exemption. A defense service is exempt from the licensing requirements of part 124 of this subchapter,
when the following criteria can be met.

(1) The item, technical data, defense service and transaction is not identified in paragraphs (b)(1) through (21) of this
section; and

(2) The transfer of technical data and provision of defense service is limited to the following activities:

(i) Canadian-registered person or a registered and eligible U.S. company (in accordance with part 122 of this
subchapter) preparing a quote or bid proposal in response to a written request from a Department or Agency of
the United States Federal Government or from a Canadian Federal, Provincial, or Territorial Government; or

(i) Produce, design, assemble, maintain or service a defense article (i.e., hardware, technical data) for use by a
registered U.S. company; or, a U.S. Federal Government Program; or for end use in a Canadian Federal,
Provincial, or Territorial Government Program; and

(i) The defense services and technical data are limited to that defined in paragraph (c)(6) of this section; and

(3) The Canadian contractor and subcontractor certify, in writing, to the U.S. exporter that the technical data and defense
service being exported will be used only for an activity identified in paragraph (c)(2) of this section; and

(4) A written arrangement between the U.S. exporter and the Canadian recipient (such as a consummated Non-Disclosure
or other multi-party agreement, Technology Transfer Control Plan, contract or purchase order) must:

() Limit delivery of the defense articles being produced directly to an identified manufacturer in the United States
registered in accordance with part 122 of this subchapter; a Department or Agency of the United States Federal
Government; a Canadian-registered person authorized in writing to manufacture defense articles by and for the
Government of Canada; a Canadian Federal, Provincial, or Territorial Government; and

(i) Prohibit the disclosure of the technical data to any other contractor or subcontractor who is not a Canadian-
registered person; and

(iii) Provide that any subcontract contain all the limitations of this section; and

(iv) Require that the Canadian contractor, including subcontractors, destroy or return to the U.S. exporter in the
United States all of the technical data exported pursuant to the contract or purchase order upon fulfillment of the
contract, unless for use by a Canadian or United States Government entity that requires in writing the technical
data be maintained. The U.S. exporter must be provided written certification that the technical data is being
retained or destroyed; and

(v) Include a clause requiring that all documentation created from U.S. technical data contain the statement, “This
document contains technical data, the use of which is restricted by the U.S. Arms Export Control Act. This data
has been provided in accordance with, and is subject to, the limitations specified in §126.5 of the International
Traffic In Arms Regulations (ITAR). By accepting this data, the consignee agrees to honor the requirements of
the ITAR”; and

(5) The U.S. exporter must provide the Directorate of Defense Trade Controls a semi-annual report of all their on-going
activities authorized under this section. The report shall include the article(s) being produced; the end user(s) (i.e.,
name of U.S. or Canadian company); the end item into which the product is to be incorporated; the intended end use
of the product (e.g., United States or Canadian Defense contract number and identification of program); the name and
address of all the Canadian contractors and subcontractors; and

(6) The defense services and technical data are limited to those in paragraphs (c)(6)(i), (ii), (ii) and (iv), and do not include
paragraphs (c)(6)(v), (vi) and (vii) of this section:

(i) Build-to-Print. Build-to-Print means that a foreign consignee can produce a defense article from engineering
drawings without any technical assistance from a U.S. exporter. This transaction is based strictly on a “hand-off”
approach because the foreign consignee is understood to have the inherent capability to produce the defense
article and only lacks the necessary drawings. Supporting documentation such as acceptance criteria, and
specifications, may be released on an as-required basis (i.e. “must have”) such that the foreign consignee would
not be able to produce an acceptable defense article without this additional supporting documentation.
Documentation which is not absolutely necessary to permit manufacture of an acceptable defense article (i.e.
“nice to have”) is not considered within the boundaries of a “Build-to Print” data package; and/or

(i) Build/Design-to-Specification. “Build/Design-to-Specification” means that a foreign consignee can design and
produce a defense article from requirement specifications without any technical assistance from the U.S. exporter.
This transaction is based strictly on a “hands-off” approach since the foreign consignee is understood to have the
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inherent capability to both design and produce the defense article and only lacks the necessary requirement
information; and/or

(i) Basic Research. “Basic Research’—means a systemic study directed toward greater knowledge or
understanding of the fundamental aspects of phenomena and observable facts without specific applications
towards processes or products in mind. It does not include “Applied Research” (i.e. a systemic study to gain
knowledge or understanding necessary to determine the means by which a recognized and specific need may be
met. It is a systematic application of knowledge toward the production of useful materials, devices, and systems
or methods, including design, development, and improvement of prototypes and new processes to meet specific
requirements.); and

(iv) Maintenance (i.e., inspection, testing, calibration or repair, including overhaul, reconditioning and one-to-one
replacement of any defective items, parts or components, but excluding any modification, enhancement, upgrade
or other form of alteration or improvement that changes the basic performance of the item); and does not include

(v) Design Methodology, such as: The underlying engineering methods and design philosophy utilized (i.e., the “why”
or information that explains the rationale for particular design decision, engineering feature, or performance
requirement); engineering experience (e.g., lessons learned); and the rationale and associated databases (e.g.,
design allowables, factors of safety, component life predictions, failure analysis criteria) that establish the
operational requirements (e.g., performance, mechanical, electrical, electronic, reliability and maintainability) of a
defense article. (Final analytical results and the initial conditions and parameters may be provided.)

(vi) Engineering Analysis, such as: Analytical methods and tools used to design or evaluate a defense article’'s
performance against the operational requirements. Analytical methods and tools include the development and/or
use of mockups, computer models and simulations, and test facilities. (Final analytical results and the initial
conditions and parameters may be provided.)

(vii) Manufacturing Know-how, such as: Information that provides detailed manufacturing processes and techniques
needed to translate a detailed design into a qualified, finished defense article. (Information may be provided in a
build-to-print package identified in paragraph (c)(6)(i) of this section that is necessary in order to produce an
acceptable defense article.).

(d) Reexports/retransfer. Reexport/re-transfer in Canada to another end user or end use or from Canada to another
destination, except the United States, must in all instances have the prior approval of the Directorate of Defense Trade
Controls. Unless otherwise exempt in this subchapter, the original exporter is responsible, upon request from a Canadian-
registered person, for obtaining or providing reexport/retransfer approval. In any instance when the U.S. exporter is no longer
available to the Canadian end user the request for reexport/retransfer may be made directly to Department of State,
Directorate of Defense Trade Controls. All requests must include the information in 8123.9(c) of this subchapter.
Reexport/retransfer approval is acquired by:

(1) If the reexport/retransfer being requested could be made pursuant to this section (i.e., a retransfer within Canada to
another eligible Canadian recipient under this section) if exported directly from the U.S., upon receipt by the U.S.
company of a request by a Canadian end user, the original U.S. exporter is authorized to grant on behalf of the U.S.
Government by confirming in writing to the Canadian requester that the reexport/retransfer is authorized subject to the
conditions of this section; or

(2) If the reexport/retransfer is to an end use or end user that, if directly exported from the U.S. requires a license,
retransfer must be handled in accordance with §123.9 of this subchapter.

NoTES TO §126.5: 1. In any instance when the exporter has knowledge that the defense article exempt from licensing is
being exported for use other than by a qualified Canadian-registered person or for export to another foreign destination, other
than the United States, in its original form or incorporated into another item, an export license must be obtained prior to the
transfer to Canada.

2. Additional exemptions exist in other sections of this subchapter that are applicable to Canada, for example Secs. 123.9,
125.4 and 124.2, which allows for the performance of defense services related to training in basic operations and maintenance,
without a license, for defense articles lawfully exported, including those identified in paragraphs (b)(1) through (21) of this
section.

[66 FR 10576, Feb. 16, 2001; 66 FR 36834, July 13, 2001, as amended at 67 FR 78686, Dec. 26, 2002; 70 FR 34654, June 15,
2005; 70 FR 39919, July 12, 2005; 70 FR 50964, Aug. 29, 2005; 71 FR 20546, Apr. 21, 2006]

8§ 126.6 Foreign-owned military aircraft and naval vessels, and the Foreign Military Sales program.

(@) A license from the Directorate of Defense Trade Controls is not required if:
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(1) The article or technical data to be exported was sold, leased, or loaned by the Department of Defense to a foreign
country or international organization pursuant to the Arms Export Control Act or the Foreign Assistance Act of 1961, as
amended, and

(2) The article or technical data is delivered to representatives of such a country or organization in the United States; and

(3) The article or technical data is to be exported from the United States on a military aircraft or naval vessel of that
government or organization or via the Defense Transportation Service (DTS).

(b) Foreign military aircraft and naval vessels. A license is not required for the entry into the United States of military
aircraft or naval vessels of any foreign state if no overhaul, repair, or modification of the aircraft or naval vessel is to be
performed. However, Department of State approval for overflight (pursuant to the 49 U.S.C. 40103) and naval visits must be
obtained from the Bureau of Political-Military Affairs, Office of International Security Operations.

(c) Foreign Military Sales Program. A license from the Directorate of Defense Trade Controls is not required if the defense
article or technical data or a defense service to be transferred was sold, leased or loaned by the Department of Defense to a
foreign country or international organization under the Foreign Military Sales (FMS) Program of the Arms Export Control Act
pursuant to an Letter of Offer and Acceptance (LOA) authorizing such transfer which meets the criteria stated below:

(1) Transfers of the defense articles, technical data or defense services using this exemption may take place only during
the period which the FMS Letter of Offer and Acceptance (LOA) and implementing USG FMS contracts and
subcontracts are in effect and serve as authorization for the transfers hereunder in lieu of a license. After the USG
FMS contracts and subcontracts have expired and the LOA no longer serves as such authorization, any further
provision of defense articles, technical data or defense services shall not be covered by this section and shall instead
be subject to other authorization requirements of this subchapter; and

(2) The defense article, technical data or defense service to be transferred are specifically identified in an executed LOA,
in furtherance of the Foreign Military Sales Program signed by an authorized Department of Defense Representative
and an authorized representative of the foreign government, and

(3) The transfer of the defense article and related technical data is effected during the duration of the relevant Letter of
Offer and Acceptance (LOA), similarly a defense service is to be provided only during the duration of the USG FMS
contract or subcontract and not to exceed the specified duration of the LOA, and

(4) The transfer is not to a country identified in §126.1 of this subchapter, and

(5) The U.S. person responsible for the transfer maintains records of all transfers in accordance with Part 122 of this
subchapter, and

(6) For transfers of defense articles and technical data,

(i) The transfer is made by the relevant foreign diplomatic mission of the purchasing country or its authorized freight
forwarder, provided that the freight forwarder is registered with the Directorate of Defense Trade Controls
pursuant to part 122 of this subchapter, and

(i) At the time of shipment, the Port Director of U.S. Customs and Border Protection is provided an original and
properly executed DSP-94 accompanied by a copy of the LOA and any other documents required by U.S.
Customs and Border Protection in carrying out its responsibilities. The Shippers Export Declaration or, if
authorized, the outbound manifest, must be annotated “This shipment is being exported under the authority of
Department of State Form DSP-94. It covers FMS Case [insert case identification], expiration [insert date]. 22
CFR 126.6 applicable. The U.S. Government point of contact is , telephone number ,”and

(iii) If, classified hardware and related technical data are involved the transfer must have the requisite USG security
clearance and transportation plan and be shipped in accordance with the Department of Defense National
Industrial Security Program Operating Manual, or

(7) For transfers of defense services:

(i) A contract or subcontract between the U.S. person(s) responsible for providing the defense service and the USG
exists that:

(A) Specifically defines the scope of the defense service to be transferred;
(B) Identifies the FMS case identifier,

(C) Identifies the foreign recipients of the defense service,
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(D) Identifies any other U.S. or foreign parties that may be involved and their roles/responsibilities, to the extent
known when the contract is executed,

(E) Provides a specified period of duration in which the defense service may be performed, and

(i) The U.S. person(s) identified in the contract maintain a registration with the Directorate of Defense Trade Controls
for the entire time that the defense service is being provided. In any instance when the U.S. registered person(s)
identified in the contract employs a subcontractor, the subcontractor may only use this exemption when
registered with DDTC, and when such subcontract meets the above stated requirements, and

(i) In instances when the defense service involves the transfer of classified technical data, the U.S. person
transferring the defense service must have the appropriate USG security clearance and a transportation plan, if
appropriate, in compliance with the Department of Defense National Industrial Security Program Operating
Manual, and

(iv) The U.S. person responsible for the transfer reports the initial transfer, citing this section of the ITAR, the FMS
case identifier, contract and subcontract number, the foreign country, and the duration of the service being
provided to the Directorate of Defense Trade Controls using DDTC'’s Direct Shipment Verification Program.

[65 FR 45287, July 21, 2000, as amended at 70 FR 50964, Aug. 29, 2005; 71 FR 20546, Apr. 21, 2006]

§ 126.7 Denial, revocation, suspension or amendment of licenses and other approvals.

@

Policy. Licenses or approvals shall be denied or revoked whenever required by any statute of the United States (see

88127.7 and 127.11 of this subchapter). Any application for an export license or other approval under this subchapter may be
disapproved, and any license or other approval or exemption granted under this subchapter may be revoked, suspended, or
amended without prior notice whenever:

@)

The Department of State deems such action to be in furtherance of world peace, the national security or the foreign
policy of the United States, or is otherwise advisable; or

(2) The Department of State believes that 22 U.S.C. 2778, any regulation contained in this subchapter, or the terms of any

U.S. Government export authorization (including the terms of a manufacturing license or technical assistance
agreement, or export authorization granted pursuant to the Export Administration Act, as amended) has been violated
by any party to the export or other person having significant interest in the transaction; or

(3) An applicant is the subject of an indictment for a violation of any of the U.S. criminal statutes enumerated in 8§120.27 of

4)

®)

(6)

@)

®)

(b)

this subchapter; or

An applicant or any party to the export or the agreement has been convicted of violating any of the U.S. criminal
statutes enumerated in §120.27 of this subchapter; or

An applicant is ineligible to contract with, or to receive a license or other authorization to import defense articles or
defense services from, any agency of the U.S. Government; or

An applicant, any party to the export or agreement, any source or manufacturer of the defense article or defense
service or any person who has a significant interest in the transaction has been debarred, suspended, or otherwise is
ineligible to receive an export license or other authorization from any agency of the U.S. government (e.g., pursuant to
debarment by the Department of Commerce under 15 CFR part 760 or by the Department of State under part 127 or
128 of this subchapter); or

An applicant has failed to include any of the information or documentation expressly required to support a license
application or other request for approval under this subchapter or as required in the instructions in the applicable
Department of State form; or

An applicant is subject to sanctions under other relevant U.S. laws (e.g., the Missile Technology Controls title of the
National Defense Authorization Act for FY 1991 (Pub. L. 101-510); the Chemical and Biological Weapons Control and
Warfare Elimination Act of 1991 (Pub. L. 102-182); or the Iran-Iraq Arms Non-Proliferation Act of 1992 (Pub. L. 102-
484)).

Notification. The Directorate of Defense Trade Controls will notify applicants or licensees or other appropriate United

States persons of actions taken pursuant to paragraph (a) of this section. The reasons for the action will be stated as
specifically as security and foreign policy considerations permit.
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(c) Reconsideration. If a written request for reconsideration of an adverse decision is made within 30 days after a person
has been informed of the decision, the U.S. person will be accorded an opportunity to present additional information. The case
will then be reviewed by the Directorate of Defense Trade Controls.

(d) Reconsideration of certain applications. Applications for licenses or other requests for approval denied for repeated
failure to provide information or documentation expressly required will normally not be reconsidered during the thirty day period
following denial. They will be reconsidered after this period only after a final decision is made on whether the applicant will be
subject to an administrative penalty imposed pursuant to this subchapter. Any request for reconsideration shall be
accompanied by a letter explaining the steps that have been taken to correct the failure and to ensure compliance with the
requirements of this subchapter.

(e) Special definition. For purposes of this section, the term party to the export means:

(1) The chief executive officer, president, vice-presidents, other senior officers and officials (e.g., comptroller, treasurer,
general counsel) and any member of the board of directors of the applicant;

(2) The freight forwarders or designated exporting agent of the applicant; and
(3) Any consignee or end-user of any item to be exported.

[58 FR 39312, July 22, 1993, as amended at 71 FR 20546, Apr. 21, 2006]

§ 126.8 Proposals to foreign persons relating to significant military equipment.

(a) Proposals. Certain proposals to foreign persons for the sale or manufacture abroad of significant military equipment
require either the prior approval of, or prior natification to, the Directorate of Defense Trade Controls.

(1) Sale of significant military equipment: The prior approval of the Directorate of Defense Trade Controls is required
before a U.S. person may make a proposal or presentation designed to constitute a basis for a decision on the part of
any foreign person to purchase significant military equipment on the U.S. Munitions List whenever all the following
conditions are met:

(i) The value of the significant military equipment to be sold is $14,000,000 or more; and

(i) The equipment is intended for use by the armed forces of any foreign country other than a member of the North
Atlantic Treaty Organization, Australia, New Zealand, or Japan; and

(i) The sale would involve the export from the United States of any defense article or the furnishing abroad of any
defense service including technical data; and

(iv) The identical significant military equipment has not been previously licensed for permanent export or approved for
sale under the Foreign Military Sales Program of the Department of Defense, to any foreign country.

(2) Sale of significant military equipment: The Directorate of Defense Trade Controls must be notified in writing at least
thirty days in advance of any proposal or presentation concerning the sale of significant military equipment whenever
the conditions specified in paragraphs (a)(1)(i) through (iii) of this section are met and the identical equipment has
been previously licensed for permanent export or approved for sale under the FMS Program to any foreign country.

(3) Manufacture abroad of significant military equipment: The prior Approval of the Directorate of Defense Trade Controls
is required before a U.S. person may make a proposal or presentation designed to constitute a basis for a decision on
the part of any foreign person to enter into any manufacturing license agreement or technical assistance agreement for
the production or assembly of significant military equipment, regardless of dollar value, in any foreign country,
whenever:

(i) The equipment is intended for use by the armed forces of any foreign country; and

(i) The agreement would involve the export from the United States of any defense article or the furnishing abroad of
any defense service including technical data.

(b) Definition of proposal or presentation. The terms proposal or presentation (designed to constitute a basis for a decision
to purchase and to enter into any agreement) mean the communication of information in sufficient detail that the person
communicating that information knows or should know that it would permit an intended purchaser to decide either to acquire
the particular equipment in question or to enter into the manufacturing license agreement or technical assistance agreement.
For example, a presentation which describes the equipment’s performance characteristics, price, and probable availability for
delivery would require prior notification or approval, as appropriate, where the conditions specified in paragraph (a) of this
section are met. By contrast, the following would not require prior notification or approval: Advertising or other reporting in a
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publication of general circulation; preliminary discussions to ascertain market potential; or merely calling attention to the fact
that a company manufactures a particular item of significant military equipment.

(c) Satisfaction of requirements. (1) The requirement of this section for prior approval is met by any of the following:

(i) A written statement from the Directorate of Defense Trade Controls approving the proposed sale or agreement or
approving the making of a proposal or presentation.

(i) A license issued under 8125.2 or §125.3 of this subchapter for the export of technical data relating to the
proposed sale or agreement to the country concerned.

(iii) A temporary export license issued under §123.5 of this subchapter relating to the proposed sale or agreement for
a demonstration to the armed forces of the country of export.

(iv) With respect to manufacturing license agreements or technical assistance agreements, the application for export
licenses pursuant to the two preceding subparagraphs must state that they are related to possible agreements of
this kind.

(2) The requirement of this section for prior notification is met by informing the Directorate of Defense Trade Controls by
letter at least 30 days before making the proposal or presentation. The letter must comply with the procedures set forth
in paragraph (d) of this section and must identify the relevant license, approval, or FMS case by which the identical
equipment had previously been authorized for permanent export or sale. The Directorate of Defense Trade Controls
will provide written acknowledgement of such prior notification to confirm compliance with this requirement and the
commencement of the 30-day notification period.

(d) Procedures. Unless a license has been obtained pursuant to §126.8(c)(1)(ii) or (iii), a request for prior approval to make
a proposal or presentation with respect to significant military equipment, or a 30-day prior notification regarding the sale of
such equipment, must be made by letter to the Directorate of Defense Trade Controls. The letter must outline in detail the
intended transaction, including usage of the equipment involved and the country (or countries) involved. Seven copies of the
letter should be provided as well as seven copies of suitable descriptive information concerning the equipment.

(e) Statement to accompany licensing requests. (1) Every application for an export license or other approval to implement
a sale or agreement which meets the criteria specified in paragraph (a) of this section must be accompanied by a statement
from the applicant which either:

(i) Refers to a specific notification made or approval previously granted with respect to the transaction; or
(i) Certifies that no proposal or presentation requiring prior notification or approval has been made.

(2) The Department of State may require a similar statement from the Foreign Military Sales contractor concerned in any
case where the United States Government receives a request for a letter of offer for a sale which meets the criteria
specified in paragraph (a) of this section.

(f) Penalties. In addition to other remedies and penalties prescribed by law or this subchapter, a failure to satisfy the prior
approval or prior notification requirements of this section may be considered to be a reason for disapproval of a license,
agreement or sale under the FMS program.

(g) License for technical data. Nothing in this section constitutes or is to be construed as an exemption from the licensing
requirement for the export of technical data that is embodied in any proposal or presentation made to any foreign persons.

[58 FR 39312, July 22, 1993, as amended at 71 FR 20547, Apr. 21, 2006]

§126.9 Advisory opinions and related authorizations.

(a) Advisory opinion. Any person desiring information as to whether the Directorate of Defense Trade Controls would be
likely to grant a license or other approval for the export or approval of a particular defense article or defense service to a
particular country may request an advisory opinion from the Directorate of Defense Trade Controls. Advisory opinions are
issued on a case-by-case basis and apply only to the particular matters presented to the Directorate of Defense Trade Controls.
These opinions are not binding on the Department of State, and may not be used in future matters before the Department. A
request for an advisory opinion must be made in writing and must outline in detail the equipment, its usage, the security
classification (if any) of the articles or related technical data, and the country or countries involved. An original and seven
copies of the letter must be provided along with seven copies of suitable descriptive information concerning the defense article
or defense service.

(b) Related authorizations. The Directorate of Defense Trade Controls may, as appropriate, in accordance with the
procedures set forth in paragraph (a) of this section, provide export authorization, subject to all other relevant requirements of

© 2009-2010. Squire, Sanders & Dempsey L.L.P.
81



this subchapter, both for transactions that have been the subject of advisory opinions requested by prospective U.S. exporters,
or for the Directorate’s own initiatives. Such initiatives may cover pilot programs, or specifically anticipated circumstances for
which the Directorate considers special authorizations appropriate.

[71 FR 20547, Apr. 21, 2006]

8§ 126.10 Disclosure of information.

(@) Freedom of information. Subchapter R of this title contains regulations on the availability to the public of information
and records of the Department of State. The provisions of subchapter R apply to such disclosures by the Directorate of
Defense Trade Controls.

(b) Determinations required by law. Section 38(e) of the Arms Export Control Act (22 U.S.C. 2778) provides by reference
to certain procedures of the Export Administration Act that certain information required by the Department of State in
connection with the licensing process may generally not be disclosed to the public unless certain determinations relating to the
national interest are made in accordance with the procedures specified in that provision, except that the names of the countries
and types and quantities of defense articles for which licenses are issued under this section shall not be withheld from public
disclosure unless the President determines that release of such information would be contrary to the national interest.
Registration with the Directorate of Defense Trade Controls is required of certain persons, in accordance with Section 38 of the
Arms Export Control Act. The requirements and guidance are provided in the ITAR pursuant to parts 122 and 129.

Registration is generally a precondition to the issuance of any license or other approvals under this subchapter, to include
the use of any exemption. Therefore, information provided to the Department of State to effect registration, as well as that
regarding actions taken by the Department of State related to registration, may not generally be disclosed to the public.
Determinations required by Section 38(e) shall be made by the Assistant Secretary for Political-Military Affairs.

(c) Information required under part 130. Part 130 of this subchapter contains specific provisions on the disclosure of
information described in that part.

(d) National Interest Determinations. In accordance with section 38(e) of the Arms Export Control Act (22 U.S.C. 2778(e)),
the Secretary of State has determined that the following disclosures are in the national interest of the United States:

(1) Furnishing information to foreign governments for law enforcement or regulatory purposes; and

(2) Furnishing information to foreign governments and other agencies of the U.S. Government in the context of multilateral
or bilateral export regimes (e.g., the Missile Technology Control Regime, the Australia Group, and Wassenaar
Arrangement).

[58 FR 39312, July 22, 1993, as amended at 62 FR 67276, Dec. 24, 1997; 70 FR 50965, Aug. 29, 2005; 71 FR 20547, Apr. 21,
2006]

§126.11 Relations to other provisions of law.

The provisions in this subchapter are in addition to, and are not in lieu of, any other provisions of law or regulations. The
sale of firearms in the United States, for example, remains subject to the provisions of the Gun Control Act of 1968 and
regulations administered by the Department of Justice. The performance of defense services on behalf of foreign governments
by retired military personnel continues to require consent pursuant to Part 3a of this title. Persons who intend to export defense
articles or furnish defense services should not assume that satisfying the requirements of this subchapter relieves one of other
requirements of law.

[71 FR 20547, Apr. 21, 2006]

§ 126.12 Continuation in force.

All determinations, authorizations, licenses, approvals of contracts and agreements and other action issued, authorized,
undertaken, or entered into by the Department of State pursuant to section 414 of the Mutual Security Act of 1954, as
amended, or under the previous provisions of this subchapter, continue in full force and effect until or unless modified, revoked
or superseded by the Department of State.

§ 126.13 Required information.

(@) All applications for licenses (DSP-5, DSP-61, DSP-73, and DSP-85), all requests for approval of agreements and
amendments thereto under part 124 of this subchapter, all requests for other written authorizations, and all 30-day prior
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notifications of sales of significant military equipment under §126.8(c) must include a letter signed by a responsible official
empowered by the applicant and addressed to the Directorate of Defense Trade Controls, stating whether:

(1) The applicant or the chief executive officer, president, vice-presidents, other senior officers or officials (e.g., comptroller,
treasurer, general counsel) or any member of the board of directors is the subject of an indictment for or has been
convicted of violating any of the U.S. criminal statutes enumerated in 8120.27 of this subchapter since the effective
date of the Arms Export Control Act, Public Law 94-329, 90 Stat. 729 (June 30, 1976);

(2) The applicant or the chief executive officer, president, vice-presidents, other senior officers or officials (e.g., comptroller,
treasurer, general counsel) or any member of the board of directors is ineligible to contract with, or to receive a license
or other approval to import defense articles or defense services from, or to receive an export license or other approval
from, any agency of the U.S. Government;

(3) To the best of the applicant's knowledge, any party to the export as defined in §126.7(e) has been convicted of
violating any of the U.S. criminal statutes enumerated in §120.27 of this subchapter since the effective date of the
Arms Export Control Act, Public Law 94-329, 90 Stat. 729 (June 30, 1976), or is ineligible to contract with, or to receive
a license or other approval to import defense articles or defense services from, or to receive an export license or other
approval from any agency of the U.S. government; and

(4) The natural person signing the application, notification or other request for approval (including the statement required
by this subsection) is a citizen or national of the United States, has been lawfully admitted to the United States for
permanent residence (and maintains such a residence) under the Immigration and Nationality Act, as amended (8
U.S.C. 1101(a), section 101(a)20, 60 Stat. 163), or is an official of a foreign government entity in the United States.

(b) In addition, all applications for licenses must include, on the application or an addendum sheet, the complete names
and addresses of all U.S. consignors and freight forwarders, and all foreign consignees and foreign intermediate consignees
involved in the transaction. If there are multiple consignors, consignees or freight forwarders, and all the required information
cannot be included on the application form, an addendum sheet and seven copies containing this information must be provided.
The addendum sheet must be marked at the top as follows:

“Attachment to Department of State License Form (insert DSP-5, 61, 73, or 85, as appropriate) for Export of
(insert commodity) valued at (insert U.S. dollar amount) to (insert country of ultimate destination).” The Directorate of
Defense Trade Controls will impress one copy of the addendum sheet with the Department of State seal and return it
to the applicant with each license. The sealed addendum sheet must remain attached to the license as an integral
part thereof. Port Directors of U.S. Customs and Border Protection and Department of Defense transmittal authorities
will permit only those U.S. consignors or freight forwarders listed on the license or sealed addendum sheet to make
shipments under the license, and only to those foreign consignees named on the documents. Applicants should list
all freight forwarders who may be involved with shipments under the license to ensure that the list is complete and to
avoid the need for amendments to the list after the license has been approved. If there are unusual or extraordinary
circumstances that preclude the specific identification of all the U.S. consignors and freight forwarders and all foreign
consignees, the applicant must provide a letter of explanation with each application.

(c) In cases when foreign nationals are employed at or assigned to security-cleared facilities, provision by the applicant of
a Technology Control Plan (available from the Defense Security Service) will facilitate processing.

[58 FR 39312, July 22, 1993, as amended at 70 FR 50965, Aug. 29, 2005; 71 FR 20547, Apr. 21, 2006]

§ 126.14 Special comprehensive export authorizations for NATO, Australia, and Japan.

(@) Comprehensive authorizations. With respect to NATO members, Australia, Japan, and Sweden, the Directorate of
Defense Trade Controls may provide the comprehensive authorizations described in paragraphs (a) and (b) of this section for
circumstances where the full parameters of a commercial export endeavor including the needed defense exports can be well
anticipated and described in advance, thereby making use of such comprehensive authorizations appropriate.

(1) Major project authorization. With respect to NATO members, Australia, Japan, and Sweden, the Directorate of Defense
Trade Controls may provide comprehensive authorizations for well circumscribed commercially developed “major
projects”, where a principal registered U.S. exporter/prime contractor identifies in advance the broad parameters of a
commercial project including defense exports needed, other participants (e.g., exporters with whom they have “teamed
up,” or subcontractors), and foreign government end users. Projects eligible for such authorization may include a
commercial export of a major weapons system for a foreign government involving, for example, multiple U.S. suppliers
under a commercial teaming agreement to design, develop and manufacture defense articles to meet a foreign
government’s requirements. U.S. exporters seeking such authorization must provide detailed information concerning
the scope of the project, including other exporters, U.S. subcontractors, and planned exports (including re-exports) of
defense articles, defense services, and technical data, and meet the other requirements set forth in paragraph (b) of
this section.
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(2) Major program authorization. With respect to NATO members, Australia, Japan, and Sweden, the Directorate of
Defense Trade Controls may provide comprehensive authorizations for well circumscribed commercially developed
“major program”. This variant would be available where a single registered U.S. exporter defines in advance the
parameters of a broad commercial program for which the registrant will be providing all phases of the necessary
support (including the needed hardware, technical data, defense services, development, manufacturing, and logistic
support). U.S. exporters seeking such authorization must provide detailed information concerning the scope of the
program, including planned exports (including re-exports) of defense articles, defense services, and technical data,
and meet the other requirements set forth in paragraph (b) of this section.

(3)()) Global project authorization. With respect to NATO members, Australia, Japan, and Sweden, the Directorate of
Defense Trade Controls may provide a comprehensive “Global Project Authorization” to registered U.S. exporters for
exports of defense articles, technical data or defense services in support of government to government cooperative
projects (covering research and development or production) with one of these countries undertaken pursuant to an
agreement between the U.S. Government and the government of such country, or a memorandum of
understanding/agreement between the Department of Defense and the country’s Ministry of Defense.

(ii) A set of standard terms and conditions derived from and corresponding to the breadth of the activities and phases
covered in such a cooperative MOU will provide the basis for this comprehensive authorization for all U.S.
exporters (and foreign end users) identified by DoD as participating in such cooperative project. Such
authorizations may cover a broad range of defined activities in support of such programs including multiple
shipments of defense articles and technical data and performance of defense services for extended periods, and
re-exports to approved end users.

(iii) Eligible end users will be limited to ministries of defense of MOU signatory countries and foreign companies
serving as contractors of such countries.

(iv) Any requirement for non-transfer and use assurances from a foreign government may be deemed satisfied by the
signature by such government of a cooperative agreement or by its ministry of defense of a cooperative
MOU/MOA where the agreement or MOU contains assurances that are comparable to that required by a DSP-83
with respect to foreign governments and that clarifies that the government is undertaking responsibility for all its
participating companies. The authorized non-government participants or end users (e.g., the participating
government’s contractors) will still be required to execute DSP-83s.

(4) Technical data supporting an acquisition, teaming arrangement, merger, joint venture authorization. With respect to
NATO member countries, Australia, Japan, and Sweden, the Directorate of Defense Trade Controls may provide a
registered U.S. defense company a comprehensive authorization to export technical data in support of the U.S.
exporter’'s consideration of entering into a teaming arrangement, joint venture, merger, acquisition, or similar
arrangement with prospective foreign partners. Specifically, the authorization is designed to permit the export of a
broadly defined set of technical data to qualifying well established foreign defense firms in NATO countries, Australia,
Japan, or Sweden in order to better facilitate a sufficiently in depth assessment of the benefits, opportunities and other
relevant considerations presented by such prospective arrangements. U.S. exporters seeking such authorization must
provide detailed information concerning the arrangement, joint venture, merger or acquisition, including any planned
exports of defense articles, defense services, and technical data, and meet the other requirements set forth in
paragraph (b) of this section.

(b) Provisions and requirements for comprehensive authorizations. Requests for the special comprehensive authorizations
set forth in paragraph (a) of this section should be by letter addressed to the Directorate of Defense Trade Controls. With
regard to a commercial major program or project authorization, or technical data supporting a teaming arrangement, merger,
joint venture or acquisition, registered U.S. exporters may consult the Managing Director of the Directorate of Defense Trade
Controls about eligibility for and obtaining available comprehensive authorizations set forth in paragraph (a) of this section or
pursuant to §126.9(b).

(1) Requests for consideration of all such authorizations should be formulated to correspond to one of the authorizations
set out in paragraph (a) of this section, and should include:

(i) A description of the proposed program or project, including where appropriate a comprehensive description of all
phases or stages; and

(i) Its value; and
(iii) Types of exports needed in support of the program or project; and
(iv) Projected duration of same, within permissible limits; and

(v) Description of the exporter’s plan for record keeping and auditing of all phases of the program or project; and
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(vi) In the case of authorizations for exports in support of government to government cooperative projects,
identification of the cooperative project.

(2) Amendments to the requested authorization may be requested in writing as appropriate, and should include a detailed
description of the aspects of the activities being proposed for amendment.

(3) The comprehensive authorizations set forth in paragraph (a) of this section may be made valid for the duration of the
major commercial program or project, or cooperative project, not to exceed 10 years.

(4) Included among the criteria required for such authorizations are those set out in Part 124, e.g., 88124.7, 124.8 and
124.9, as well as §8125.4 (technical data exported in furtherance of an agreement) and 123.16 (hardware being
included in an agreement). Provisions required will also take into account the congressional notification requirements
in 88123.15 and 124.11 of the ITAR. Specifically, comprehensive congressional notifications corresponding to the
comprehensive parameters for the major program or project or cooperative project should be possible, with additional
notifications such as those required by law for changes in value or other significant modifications.

(5) All authorizations will be consistent with all other applicable requirements of the ITAR, including requirements for non-
transfer and use assurances (see §8123.10 and 124.10), congressional notifications (e.g., 88123.15 and 124.11), and
other documentation (e.g., 88123.9 and 126.13).

(6) Special auditing and reporting requirements will also be required for these authorizations. Exporters using special
authorizations are required to establish an electronic system for keeping records of all defense articles, defense
services and technical data exported and comply with all applicable requirements for submitting shipping or export
information within the allotted time.

[65 FR 45285, July 21, 2000, as amended at 66 FR 35900, July 10, 2001; 71 FR 20548, Apr. 21, 2006]

§ 126.15 Expedited processing of license applications for the export of defense articles and defense services to
Australia or the United Kingdom.

(@) Any application submitted for authorization of the export of defense articles or services to Australia or the United
Kingdom will be expeditiously processed by the Department of State, in consultation with the Department of Defense. Such
license applications will not be referred to any other Federal department or agency, except when the defense articles or
defense services are classified or exceptional circumstances apply. (See section 1225, Pub. L. 108-375).

(b) To be eligible for the expedited processing in paragraph (a) of this section, the destination of the prospective export
must be limited to Australia or the United Kingdom. No other country may be included as intermediary or ultimate end-user.

[70 FR 39919, July 12, 2005]

PART 127 VIOLATIONS AND PENALTIES

§ 127.1 Violations.
(a) Itis unlawful:

(1) To export or attempt to export from the United States, or to reexport or retransfer or attempt to reexport or retransfer
from one foreign destination to another foreign destination by a U.S. person of any defense article or technical data or
by anyone of any U.S. origin defense article or technical data or to furnish any defense service for which a license or
written approval is required by this subchapter without first obtaining the required license or written approval from the
Directorate of Defense Trade Controls;

(2) To import or attempt to import any defense article whenever a license is required by this subchapter without first
obtaining the required license or written approval from the Directorate of Defense Trade Controls;

(3) To conspire to export, import, reexport or cause to be exported, imported or reexported, any defense article or to
furnish any defense service for which a license or written approval is required by this subchapter without first obtaining
the required license or written approval from the Directorate of Defense Trade Controls;

(4) To violate any of the terms or conditions of licenses or approvals granted pursuant to this subchapter.
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(5) To engage in the United States in the business of either manufacturing or exporting defense article or furnishing
defense services without complying with the registration requirements. For the purposes of this subchapter, engaging
in the business of manufacturing or exporting defense articles or furnishing defense services requires only one
occasion of manufacturing or exporting a defense article or furnishing a defense service; or

(6) To engage in the business of brokering activities for which registration, a license or written approval is required by this
subchapter without first registering or obtaining the required license or written approval from the Directorate of Defense
Trade Controls. For the purposes of this subchapter, engaging in the business of brokering activities requires only one
occasion of engaging in an activity as reflected in §129.2(b).

(b) Any person who is granted a license or other approval under this subchapter is responsible for the acts of employees,
agents, and all authorized persons to whom possession of the licensed defense article or technical data has been entrusted
regarding the operation, use, possession, transportation, and handling of such defense article or technical data abroad. All
persons abroad subject to U.S. jurisdiction who obtain temporary custody of a defense article exported from the United States
or produced under an agreement described in part 124 of this subchapter, and irrespective of the number of intermediate
transfers, are bound by the regulations of this subchapter in the same manner and to the same extent as the original owner or
transferer.

(c) A person with knowledge that another person is then ineligible pursuant to 8§8§120.1(c) or 126.7 of this subchapter or
subject to an order of debarment or interim suspension, may not, directly or indirectly, in any manner or capacity, without prior
disclosure of the facts to, and written authorization from, the Directorate of Defense Trade Controls:

(1) Apply for, obtain, or use any export control document as defined in §127.2(b) for such debarred, suspended, or
ineligible person; or

(2) Order, buy, receive, use, sell, deliver, store, dispose of, forward, transport, finance, or otherwise service or participate
in any transaction which may involve any defense article or the furnishing of any defense service for which a license or
approval is required by this subchapter for export, where such debarred, suspended, or ineligible person may obtain
any benefit therefrom or have any direct or indirect interest therein.

(d) No person may knowingly or willfully cause, or aid, abet, counsel, demand, induce, procure or permit the commission of
any act prohibited by, or the omission of any act prohibited by, or the omission of any act required by 22 U.S.C. 2778, 22
U.S.C. 2779, or any regulation, license, approval, or order issued thereunder.

[58 FR 39316, July 22, 1993, as amended at 71 FR 20548, Apr. 21, 2006]

§127.2 Misrepresentation and omission of facts.

(a) Itis unlawful to use any export or temporary import control document containing a false statement or misrepresenting
or omitting a material fact for the purpose of exporting any defense article or technical data or the furnishing of any defense
service for which a license or approval is required by this subchapter. Any false statement, misrepresentation, or omission of
material fact in an export or temporary import control document will be considered as made in a matter within the jurisdiction of
a department or agency of the United States for the purposes of 18 U.S.C. 1001, 22 U.S.C. 2778 and 22 U.S.C. 2779.

(b) For the purpose of this section, export or temporary import control documents include the following:

(1) An application for a permanent export or a temporary import license and supporting documents.

(2) Shipper’s Export Declaration.

(3) Invoice.

(4) Declaration of destination.

(5) Delivery verification.

(6) Application for temporary export.

(7) Application for registration.

(8) Purchase order.

(9) Foreign import certificate.

(10) Bill-of-lading.

(11) Airway bill.

(12) Nontransfer and use certificate.

(13) Any other document used in the regulation or control of a defense article, defense service or technical data for which
a license or approval is required by this subchapter.

§ 127.3 Penalties for violations.

Any person who willfully:
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(a) Violates any provision of section 38 or section 39 of the Arms Export Control Act (22 U.S.C. 2778 and 2779), or any
undertaking specifically required by part 124 of this subchapter; or

(b) In a registration, license application or report required by §38 or §39 of the Arms Export Control Act (22 U.S.C. 2778
and 2779) or by any rule or regulation issued under either section, makes any untrue statement of a material fact or omits a
material fact required to be stated therein or necessary to make the statements therein not misleading, shall upon conviction
be subject to a fine or imprisonment, or both, as prescribed by 22 U.S.C. 2778(c).

[58 FR 39316, July 22, 1993, as amended at 71 FR 20549, Apr. 21, 2006]

§ 127.4 Authority of U.S. Immigration and Customs Enforcement and U.S.
Customs and Border Protection officers.

(@) U.S. Immigration and Customs Enforcement and U.S. Customs and Border Protection officers may take appropriate
action to ensure observance of this subchapter as to the export or the attempted export of any defense article or technical
data, including the inspection of loading or unloading of any vessel, vehicle, or aircraft. This applies whether the export is
authorized by license or by written approval issued under this subchapter.

(b) U.S. Immigration and Customs Enforcement and U.S. Customs and Border Protection officers have the authority to
investigate, detain or seize any export or attempted export of defense articles or technical data contrary to this subchapter.

(c) Upon the presentation to a U.S. Customs and Border Protection Officer of a license or written approval authorizing the
export of any defense article, the customs officer may require the production of other relevant documents and information
relating to the proposed export. This includes an invoice, order, packing list, shipping document, correspondence, instructions,
and the documents otherwise required by the U.S. Customs and Border Protection or U.S. Immigration and Customs
Enforcement.

[70 FR 50965, Aug. 29, 2005]

§ 127.5 Authority of the Defense Security Service.

In the case of exports involving classified technical data or defense articles, the Defense Security Service may take
appropriate action to ensure compliance with the Department of Defense National Industrial Security Program Operating
Manual (unless such requirements are in direct conflict with guidance provided by the Directorate of Defense Trade Controls,
in which case the latter guidance must be followed). Upon a request to the Defense Security Service regarding the export of
any classified defense article or technical data, the Defense Security Service official or a designated government transmittal
authority may require the production of other relevant documents and information relating to the proposed export.

[71 FR 20549, Apr. 21, 2006]

§ 127.6 Seizure and forfeiture in attempts at illegal exports.

(@) An attempt to export from the United States any defense articles in violation of the provisions of this subchapter
constitutes an offense punishable under section 401 of title 22 of the United States Code. Whenever it is known or there is
probable cause to believe that any defense article is intended to be or is being or has been exported or removed from the
United States in violation of law, such article and any vessel, vehicle or aircraft involved in such attempt is subject to seizure,
forfeiture and disposition as provided in section 401 of title 22 of the United States Code.

(b) Similarly, an attempt to violate any of the conditions under which a temporary export or temporary import license was
issued pursuant to this subchapter or to violate the requirements of §123.2 of this subchapter also constitutes an offense
punishable under section 401 of title 22 of the United States Code, and such article, together with any vessel, vehicle or aircraft
involved in any such attempt is subject to seizure, forfeiture, and disposition as provided in section 401 of title 22 of the United
States Code.

§ 127.7 Debarment.

(a) Debarment. In implementing 8§38 of the Arms Export Control Act, the Assistant Secretary of State for Political-Military
Affairs may prohibit any person from participating directly or indirectly in the export of defense articles, including technical data,
or in the furnishing of defense services for which a license or approval is required by this subchapter for any of the reasons
listed below. Any such prohibition is referred to as a debarment for purposes of this subchapter. The Assistant Secretary of
State for Political-Military Affairs shall determine the appropriate period of time for debarment, which shall generally be for a
period of three years. However, reinstatement is not automatic and in all cases the debarred person must submit a request for
reinstatement and be approved for reinstatement before engaging in any export or brokering activities subject to the Arms
Export Control Act or this subchapter.
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(b) Grounds.

(1) The basis for a statutory debarment, as described in paragraph (c) of this section, is any conviction for violating the
Arms Export Control Act (see §127.3 of this subchapter) or any conspiracy to violate the Arms Export Control Act.

(2) The basis for administrative debarment, described in part 128 of this subchapter, is any violation of 22 U.S.C. 2778 or
any rule or regulation issued thereunder when such a violation is of such a character as to provide a reasonable basis
for the Directorate of Defense Trade Controls to believe that the violator cannot be relied upon to comply with the
statute or these rules or regulations in the future, and when such violation is established in accordance with part 128 of
this subchapter.

(c) Statutory Debarment. Section 38(g)(4) of the Arms Export Control Act prohibits the issuance of licenses to persons who
have been convicted of violating the U.S. criminal statutes enumerated in §120.27 of this subchapter. Discretionary authority to
issue licenses is provided, but only if certain statutory requirements are met. It is the policy of the Department of State not to
consider applications for licenses or requests for approvals involving any person who has been convicted of violating the Arms
Export Control Act or convicted of conspiracy to violate that Act for a three year period following conviction. Such individuals
shall be notified in writing that they are debarred pursuant to this policy. A list of persons who have been convicted of such
offenses and debarred for this reason shall be published periodically in the Federal Register. Debarment in such cases is
based solely upon the outcome of a criminal proceeding, conducted by a court of the United States, that established guilt
beyond a reasonable doubt in accordance with due process. The procedures of part 128 of this subchapter are not applicable
in such cases.

(d) Appeals. Any person who is ineligible pursuant to paragraph (c) of this section may appeal to the Under Secretary of
State for Arms Control and International Security for reconsideration of the ineligibility determination. The procedures specified
in 8§128.13 of this subchapter will be used in submitting a reconsideration appeal.

[58 FR 39316, July 22, 1993, as amended at 71 FR 20549, Apr. 21, 2006]

§ 127.8 Interim suspension.

(@) The Managing Director of the Directorate of Defense Trade Controls or the Director of the Office of Defense Trade
Controls Compliance is authorized to order the interim suspension of any person when the Managing Director or Director of
Compliance believes that grounds for debarment (as defined in §127.7 of this part) exist and where and to the extent the
Managing Director or Director of Compliance, as applicable, finds that interim suspension is reasonably necessary to protect
world peace or the security or foreign policy of the United States. The interim suspension orders prohibit that person from
participating directly or indirectly in the export of any defense article or defense service for which a license or approval is
required by this subchapter. The suspended person shall be notified in writing as provided in §127.7(c) of this part (statutory
debarment) or 8128.3 of this subchapter (administrative debarment), whichever is appropriate. In both cases, a copy of the
interim suspension order will be served upon that person in the same manner as provided in §128.3 of this subchapter. The
interim suspension order may be made immediately effective, without prior notice. The order will state the relevant facts, the
grounds for issuance of the order, and describe the nature and duration of the interim suspension. No person may be
suspended for a period exceeding 60 days, absent extraordinary circumstances, (e.g., unless proceedings under 8127.7(c) of
this part or under part 128 of this subchapter, or criminal proceedings, are initiated).

(b) A motion or petition to vacate or modify an interim suspension order may be filed at any time with the Under Secretary
of State for Arms Control and International Security. After a final decision is reached, the Managing Director of the Directorate
of Defense Trade Controls will issue an appropriate order disposing of the motion or petition and will promptly inform the
respondent accordingly.

[71 FR 20549, Apr. 21, 2006]

§127.9 Applicability of orders.

For the purpose of preventing evasion, orders of the Assistant Secretary of State for Political-Military Affairs debarring a
person under §127.7, and orders of the Managing Director, Directorate of Defense Trade Controls or Director of the Office of
Defense Trade Controls Compliance suspending a person under 8127.8, may be made applicable to any other person who
may then or thereafter (during the term of the order) be related to the debarred person by affiliation, ownership, control,
position of responsibility, or other commercial connection. Appropriate notice and opportunity to respond to the basis for the
suspension will be given.

[71 FR 20550, Apr. 21, 2006]

§127.10 Civil penalty.

(@) The Assistant Secretary of State for Political-Military Affairs is authorized to impose a civil penalty in an amount not to

exceed that authorized by 22 U.S.C. 2778, 2779a and 2780 for each violation of 22 U.S.C. 2778, 2779a and 2780, or any
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regulation, order, license or approval issued thereunder. This civil penalty may be either in addition to, or in lieu of, any other
liability or penalty which may be imposed.

(b) The Directorate of Defense Trade Controls may make:
(1) The payment of a civil penalty under this section or

(2) The completion of any administrative action pursuant to this part 127 or 128 of this subchapter a prior condition for the
issuance, restoration, or continuing validity of any export license or other approval.

[58 FR 39316, July 22, 1993, as amended at 62 FR 67276, Dec. 24, 1997; 71 FR 20550, Apr. 21, 2006]

8§ 127.11 Past violations.

(@) Presumption of denial. Pursuant to section 38 of the Arms Export Control Act, licenses or other approvals may not be
granted to persons who have been convicted of violating any of the U.S. criminal statutes enumerated in §120.27 of this
subchapter or who are ineligible to receive any export licenses from any agency of the U.S. Government, subject to a narrowly
defined statutory exception. This provision establishes a presumption of denial for licenses or other approvals involving such
persons. This presumption is applied by the Directorate of Defense Trade Controls to all persons convicted or deemed
ineligible in this manner since the effective date of the Arms Export Control Act (Public Law 94-329; 90 Stat. 729) (June 30,
1976).

(b) Policy. An exception to the policy of the Department of State to deny applications for licenses or other approvals that
involve persons described in paragraph (a) of this section shall not be considered unless there are extraordinary circumstances
surrounding the conviction or ineligibility to export, and only if the applicant demonstrates, to the satisfaction of the Assistant
Secretary of State for Political-Military Affairs, that the applicant has taken appropriate steps to mitigate any law enforcement
and other legitimate concerns, and to deal with the causes that resulted in the conviction, ineligibility, or debarment. Any
person described in paragraph (a) of this section who wishes to request consideration of any application must explain, in a
letter to the Managing Director, Directorate of Defense Trade Controls, the reasons why the application should be considered.
If the Assistant Secretary of State for Political-Military Affairs concludes that the application and written explanation have
sufficient merit, the Assistant Secretary shall consult with the Office of the Legal Adviser and the Department of the Treasury
regarding law enforcement concerns, and may also request the views of other departments, including the Department of
Justice. If the Directorate of Defense Trade Controls does grant the license or other approval, subsequent applications from
the same person need not repeat the information previously provided but should instead refer to the favorable decision.

(c) Debarred persons. Persons debarred pursuant to §127.7(c) (statutory debarment) may not utilize the procedures
provided by this section while the debarment is in force. Such persons may utilize only the procedures provided by §127.7(d) of
this part.

[71 FR 20550, Apr. 21, 2006]

§127.12 Voluntary disclosures.

(a) General policy. The Department strongly encourages the disclosure of information to the Directorate of Defense Trade
Controls by persons (see §120.14 of this subchapter) that believe they may have violated any export control provision of the
Arms Export Control Act, or any regulation, order, license, or other authorization issued under the authority of the Arms Export
Control Act. The Department may consider a voluntary disclosure as a mitigating factor in determining the administrative
penalties, if any, that should be imposed. Failure to report a violation may result in circumstances detrimental to U.S. national
security and foreign policy interests, and will be an adverse factor in determining the appropriate disposition of such violations.

(b) Limitations.

(1) The provisions of this section apply only when information is provided to the Directorate of Defense Trade Controls for
its review in determining whether to take administrative action under part 128 of this subchapter concerning a violation
of the export control provisions of the Arms Export Control Act and these regulations.

(2) The provisions of this section apply only when information is received by the Directorate of Defense Trade Controls for
review prior to such time that either the Department of State or any other agency, bureau, or department of the United
States Government obtains knowledge of either the same or substantially similar information from another source and
commences an investigation or inquiry that involves that information, and that is intended to determine whether the
Arms Export Control Act or these regulations, or any other license, order, or other authorization issued under the Arms
Export Control Act has been violated.

(3) The violation(s) in question, despite the voluntary nature of the disclosure, may merit penalties, administrative actions,
sanctions, or referrals to the Department of Justice to consider criminal prosecution. In the latter case, the Directorate
of Defense Trade Controls will notify the Department of Justice of the voluntary nature of the disclosure, although the
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Department of Justice is not required to give that fact any weight. The Directorate of Defense Trade Controls has the
sole discretion to consider whether “voluntary disclosure,” in context with other relevant information in a particular
case, should be a mitigating factor in determining what, if any, administrative action will be imposed. Some of the
mitigating factors the Directorate of Defense Trade Controls may consider are:

(i) Whether the transaction would have been authorized, and under what conditions, had a proper license request
been made;

(i) Why the violation occurred;
(iii) The degree of cooperation with the ensuing investigation;

(iv) Whether the person has instituted or improved an internal compliance program to reduce the likelihood of future
violation;

(v) Whether the person making the disclosure did so with the full knowledge and authorization of the person’s senior
management. (If not, then the Directorate will not deem the disclosure voluntary as covered in this section.)

(4) The provisions of this section do not, nor should they be relied on to, create, confer, or grant any rights, benefits,
privileges, or protection enforceable at law or in equity by any person in any civil, criminal, administrative, or other
matter.

(c) Notification. (1) Any person wanting to disclose information that constitutes a voluntary disclosure should, in the
manner outlined below, initially notify the Directorate of Defense Trade Controls immediately after a violation is discovered and
then conduct a thorough review of all defense trade transactions where a violation is suspected.

(i) If the notification does not contain all the information required by 127.12(c)(2) of this section, a full disclosure must
be submitted within 60 calendar days of the notification, or the Directorate of Defense Trade Controls will not
deem the notification to qualify as a voluntary disclosure.

(i) If the person is unable to provide a full disclosure within the 60 calendar day deadline, an empowered official (see
§120.25 of this subchapter) or a senior officer may request an extension of time in writing. A request for an
extension must specify what information required by 8127.12(c)(2) of this section could not be immediately
provided and the reasons why.

(iii) Before approving an extension of time to provide the full disclosure, the Directorate of Defense Trade Controls
may require the requester to certify in writing that they will provide the full disclosure within a specific time period.

(iv) Failure to provide a full disclosure within a reasonable time may result in a decision by the Directorate of Defense
Trade Controls not to consider the notification as a mitigating factor in determining the appropriate disposition of
the violation. In addition, the Directorate of Defense Trade Controls may direct the requester to furnish all
relevant information surrounding the violation.

(2) Notification of a violation must be in writing and should include the following information:

(i) A precise description of the nature and extent of the violation (e.g., an unauthorized shipment, doing business with
a party denied U.S. export privileges, etc.);

(i) The exact circumstances surrounding the violation (a thorough explanation of why, when, where, and how the
violation occurred);

(i) The complete identities and addresses of all persons known or suspected to be involved in the activities giving
rise to the violation (including mailing, shipping, and e-mail addresses; telephone and fax/facsimile numbers; and
any other known identifying information);

(iv) Department of State license numbers, exemption citation, or description of any other authorization, if applicable;

(v) U.S. Munitions List category and subcategory, product description, quantity, and characteristics or technological
capability of the hardware, technical data or defense service involved,

(vi) A description of corrective actions already undertaken that clearly identifies the new compliance initiatives
implemented to address the causes of the violations set forth in the voluntary disclosure and any internal
disciplinary action taken; and how these corrective actions are designed to deter those particular violations from
occurring again;
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(vii) The name and address of the person making the disclosure and a point of contact, if different, should further
information be needed.

(3) Factors to be addressed in the voluntary disclosure include, for example, whether the violation was intentional or
inadvertent; the degree to which the person responsible for the violation was familiar with the laws and regulations,
and whether the person was the subject of prior administrative or criminal action under the AECA; whether the
violations are systemic; and the details of compliance measures, processes and programs, including training, that were
in place to prevent such violations, if any. In addition to immediately providing written notification, persons are strongly
urged to conduct a thorough review of all export-related transactions where a possible violation is suspected.

(d) Documentation. (1) The written disclosure should be accompanied by copies of substantiating documents. Where
appropriate, the documentation should include, but not be limited to:

(i) Licensing documents (e.g., license applications, export licenses and end-user statements), exemption citation, or
other authorization description, if any;

(ii) Shipping documents (e.g., shipper’s export declarations, airway bills and bills of lading);

(iii) Any other relevant documents must be retained by the person making the disclosure until the Directorate of
Defense Trade Controls requests them or until a final decision on the disclosed information has been made.

(e) Certification. A certification must be submitted stating that all of the representations made in connection with the
voluntary disclosure are true and correct to the best of that person’s knowledge and belief. Certifications should be executed
by an empowered official (See §120.25 of this subchapter), or by a senior officer (e.g. chief executive officer, president, vice-
president, comptroller, treasurer, general counsel, or member of the board of directors). If the violation is a major violation,
reveals a systemic pattern of violations, or reflects the absence of an effective compliance program, the Directorate of Defense
Trade Controls may require that such certification be made by a senior officer of the company.

(f) Oral presentations. Oral presentation is generally not necessary to augment the written presentation. However, if the
person making the disclosure believes a meeting is desirable, a request should be included with the written presentation.

(@) Send voluntary disclosures to the Office of Defense Trade Controls Compliance, Directorate of Defense Trade
Controls. Consult the Directorate of Defense Trade Controls Web site at http://www.pmddtc.state.gov for the appropriate street
address.

[58 FR 39316, July 22, 1993, as amended at 70 FR 34655, June 15, 2005; 71 FR 20550, Apr. 21, 2006; 72 FR 70778, Dec.
13, 2007]

PART 128 ADMINISTRATIVE PROCEDURES

§128.1 Exclusion of functions from the Administrative Procedure Act.

The Arms Export Control Act authorizes the President to control the import and export of defense articles and services in
furtherance of world peace and the security and foreign policy of the United States. It authorizes the Secretary of State to make
decisions on whether license applications or other written requests for approval shall be granted, or whether exemptions may
be used. It also authorizes the Secretary of State to revoke, suspend or amend licenses or other written approvals whenever
the Secretary deems such action to be advisable. The administration of the Arms Export Control Act is a foreign affairs function
encompassed within the meaning of the military and foreign affairs exclusion of the Administrative Procedure Act and is
thereby expressly exempt from various provisions of that Act. Because the exercising of the foreign affairs function, including
the decisions required to implement the Arms Export Control Act, is highly discretionary, it is excluded from review under the
Administrative Procedure Act.

[61 FR 48831, Sept. 17, 1996]

§128.2 Administrative Law Judge.

The Administrative Law Judge referred to in this part is an Administrative Law Judge appointed by the Department of State.
The Administrative Law Judge is authorized to exercise the powers and perform the duties provided for in §8127.7, 127.8, and
128.3 through 128.16 of this subchapter.

[71 FR 20551, Apr. 21, 2006]
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§ 128.3 Institution of Administrative Proceedings.

(@) Charging letters. The Managing Director, Directorate of Defense Trade Controls, with the concurrence of the Office of
the Legal Adviser, Department of State, may initiate proceedings to impose debarment or civil penalties in accordance with
§127.7 or §127.10 of this subchapter, respectively. Administrative proceedings shall be initiated by means of a charging letter.
The charging letter will state the essential facts constituting the alleged violation and refer to the regulatory or other provisions
involved. It will give notice to the respondent to answer the charges within 30 days, as provided in §128.5(a), and indicate that
a failure to answer will be taken as an admission of the truth of the charges. It will inform the respondent that he or she is
entitled to an oral hearing if a written demand for one is filed with the answer or within seven (7) days after service of the
answer. The respondent will also be informed that he or she may, if so desired, be represented by counsel of his or her
choosing. Charging letters may be amended from time to time, upon reasonable notice.

(b) Service. A charging letter is served upon a respondent:

(1) If the respondent is a resident of the United States, when it is mailed postage prepaid in a wrapper addressed to the
respondent at that person’s last known address; or when left with the respondent or the agent or employee of the
respondent; or when left at the respondent’s dwelling with some person of suitable age and discretion then residing
herein; or

(2) If the respondent is a non-resident of the United States, when served upon the respondent by any of the foregoing
means. If such methods of service are not practicable or appropriate, the charging letter may be tendered for service
on the respondent to an official of the government of the country wherein the respondent resides, provided that there is
an agreement or understanding between the United States Government and the government of the country wherein
the respondent resident permitting this action.

[61 FR 48831, Sept. 17, 1996, as amended at 71 FR 20551, Apr. 21, 2006]

§ 128.4 Default.

(a) Failure to answer. If the respondent fails to answer the charging letter, the respondent may be held in default. The case
shall then be referred to the Administrative Law Judge for consideration in a manner as the Administrative Law Judge may
consider appropriate. Any order issued shall have the same effect as an order issued following the disposition of contested
charges.

(b) Petition to set aside defaults. Upon showing good cause, any respondent against whom a default order has been
issued may apply to set aside the default and vacate the order entered thereon. The petition shall be submitted to duplicate to
the Assistant Secretary for Political-Military Affairs, U.S. Department of State, 2201 C Street, NW., Washington, DC 20520.
The Director will refer the petition to the Administrative Law Judge for consideration and a recommendation. The Administrative
law Judge will consider the application and may order a hearing and require the respondent to submit further evidence in
support of his or her petition. The filing of a petition to set aside a default does not in any manner affect an order entered upon
default and such order continues in full force and effect unless a further order is made modifying or terminating it.

[61 FR 48832, Sept. 17, 1996]

§128.5 Answer and demand for oral hearing.
(@) When to answer. The respondent is required to answer the charging letter within 30 days after service.

(b) Contents of answer. An answer must be responsive to the charging letter. It must fully set forth the nature of the
respondent’s defense or defenses. In the answer, the respondent must admit or deny specifically each separate allegation of
the charging letter, unless the respondent is without knowledge, in which case the respondent’s answer shall so state and the
statement shall operate as denial. Failure to deny or controvert any particular allegation will be deemed an admission thereof.
The answer may set forth such additional or new matter as the respondent believes support a defense or claim of mitigation.
Any defense or partial defense not specifically set forth in an answer shall be deemed waived. Evidence offered thereon by the
respondent at a hearing may be refused except upon good cause being shown. If the respondent does not demand an oral
hearing, he or she shall transmit, within seven (7) days after the service of his or her answer, original or photocopies of all
correspondence, papers, records, affidavits, and other documentary or written evidence having any bearing upon or
connection with the matters in issue. If any such materials are in language other than English, translations into English shall be
submitted at the same time.

(c) Submission of answer. The answer, written demand for oral hearing (if any) and supporting evidence required by
§128.5(b) shall be in duplicate and mailed or delivered to the designated Administrative Law Judge. A copy shall be
simultaneously mailed to the Managing Director, Directorate of Defense Trade Controls, SA-1, Room 1200, Department of
State, Washington, DC 20522-0112, or delivered to 2401 Street, NW., Washington, DC addressed to Managing Director,
Directorate of Defense Trade Controls, SA-1, Room 1200, Department of State, Washington, DC 20037.
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[58 FR 39320, July 22, 1993, as amended at 61 FR 48832, Sept. 17, 1996; 71 FR 20551, Apr. 21, 2006]

§ 128.6 Discovery.

(a) Discovery by the respondent. The respondent, through the Administrative Law Judge, may request from the Directorate
of Defense Trade Controls any relevant information, not privileged or otherwise not authorized for release, that may be
necessary or helpful in preparing a defense. The Directorate of Defense Trade Controls may provide any relevant information,
not privileged or otherwise not authorized for release, that may be necessary or helpful in preparing a defense. The Directorate
of Defense Trade Controls may supply summaries in place of original documents and may withhold information from discovery
if the interests of national security or foreign policy so require, or if necessary to comply with any statute, executive order or
regulation requiring that the information not be disclosed. The respondent may request the Administrative Law Judge to
request any relevant information, books, records, or other evidence, from any other person or government agency so long as
the request is reasonable in scope and not unduly burdensome.

(b) Discovery by the Directorate of Defense Trade Controls. The Directorate of Defense Trade Controls or the
Administrative Law Judge may make reasonable requests from the respondent of admissions of facts, answers to
interrogatories, the production of books, records, or other relevant evidence, so long as the request is relevant and material.

(c) Subpoenas. At the request of any party, the Administrative Law Judge may issue subpoenas, returnable before him,
requiring the attendance of witnesses and the production of books, records, and other documentary or physical evidence
determined by he Administrative Law Judge to be relevant and material to the proceedings, reasonable in scope, and not
unduly burdensome.

(d) Enforcement of discovery rights. If the Directorate of Defense Trade Controls fails to provide the respondent with
information in its possession which is not otherwise available and which is necessary to the respondent’'s defense, the
Administrative Law Judge may dismiss the charges on her or his own motion or on a motion of the respondent. If the
respondent fails to respond with reasonable diligence to the requests for discovery by the Directorate of Defense Trade
Controls or the Administrative Law Judge, on her or his own motion or motion of the Directorate of Defense Trade Controls,
and upon such notice to the respondent as the Administrative Law Judge may direct, may strike respondent’s answer and
declare the respondent in default, or make any other ruling which the Administrative Law Judge deems necessary and just
under the circumstances. If a third party fails to respond to the request for information, the Administrative Law Judge shall
consider whether the evidence sought is necessary to a fair hearing, and if it is so necessary that a fair hearing may not be
held without it, the Administrative Law Judge shall determine whether substitute information is adequate to protect the rights of
the respondent. If the Administrative Law Judge decides that a fair hearing may be held with the substitute information, then
the proceedings may continue. If not, then the Administrative Law Judge may dismiss the charges.

[61 FR 48832, Sept. 17, 1996, as amended at 71 FR 20551, Apr. 21, 2006]

§ 128.7 Prehearing conference.

(@) (1) The Administrative Law Judge may, upon his own motion or upon motion of any party, request the parties or their
counsel to a prehearing conference to consider:

(i) Simplification of issues;

(ii) The necessity or desirability of amendments to pleadings;

(iii) Obtaining stipulations of fact and of documents to avoid unnecessary proof; or
(iv) Such other matter as may expedite the disposition of the proceeding.

(2) The Administrative Law Judge will prepare a summary of the action agreed upon or taken at the conference, and will
incorporate therein any written stipulations or agreements made by the parties.

(3) The conference proceedings may be recorded magnetically or taken by a reporter and transcribed, and filed with the
Administrative Law Judge.

(b) If a conference is impracticable , the Administrative Law Judge may request the parties to correspond with the person
to achieve the purposes of a conference. The Administrative Law Judge shall prepare a summary of action taken as in the
case of a conference.

[61 FR 48832, Sept. 17, 1996, as amended at 71 FR 20551, Apr. 21, 2006]
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§ 128.8 Hearings.

(@) A respondent who had not filed a timely written answer is not entitled to a hearing, and the case may be considered by
the Administrative Law Judge as provided in 8128.4(a). If any answer is filed, but no oral hearing demanded, the Administrative
Law Judge may proceed to consider the case upon the written pleadings and evidence available. The Administrative Law
Judge may provide for the making of the record in such manner as the Administrative Law Judge deems appropriate. If
respondent answers and demands an oral hearing, the Administrative Law Judge, upon due notice, shall set the case for
hearing, unless a respondent has raised in his answer no issues of material fact to be determined. If respondent fails to appear
at a scheduled hearing, the hearing nevertheless may proceed in respondent’s absence. The respondent’s failure to appear
will not affect the validity of the hearing or any proceedings or action thereafter.

(b) The Administrative Law Judge may administer oaths and affirmations. Respondent may be represented by counsel.
Unless otherwise agreed by the parties and the Administrative Law Judge the proceeding will be taken by a reporter or by
magnetic recording, transcribed, and filed with the Administrative Law Judge. Respondent may examine the transcript and may
obtain a copy upon payment of proper costs.

[61 FR 48833, Sept. 17, 1996]

§128.9 Proceedings before and report of Administrative Law Judge.

(@) The Administrative Law Judge may conform any part of the proceedings before him or her to the Federal Rules of Civil
Procedure. The record may be made available in any other administrative or other proceeding involving the same respondent.

(b) The Administrative Law Judge, after considering the record, will prepare a written report. The report will include findings
of fact, findings of law, a finding whether a law or regulation has been violated, and the Administrative Law Judge’s
recommendations. It shall be transmitted to the Assistant Secretary for Political-Military Affairs, Department of State.

[61 FR 48833, Sept. 17, 1996]

§128.10 Disposition of proceedings.

Where the evidence is not sufficient to support the charges, the Managing Director, Directorate of Defense Trade Controls
or the Administrative Law Judge will dismiss the charges. Where the Administrative Law Judge finds that a violation has been
committed, the Administrative Law Judge’s recommendation shall be advisory only. The Assistant Secretary of State for
Political-Military Affairs will review the record, consider the report of the Administrative Law Judge, and make an appropriate
disposition of the case. The Managing Director may issue an order debarring the respondent from participating in the export of
defense articles or technical data or the furnishing of defense services as provided in §127.7 of this subchapter, impose a civil
penalty as provided in §127.10 of this subchapter, or take such action as the Administrative Law Judge may recommend. Any
debarment order will be effective for the period of time specified therein and may contain such additional terms and conditions
as are deemed appropriate. A copy of the order together with a copy of the Administrative Law Judge’s report will be served
upon the respondent.

[71 FR 20552, Apr. 21, 2006]

§128.11 Consent agreements.

(@) The Directorate of Defense Trade Controls and the respondent may, by agreement, submit to the Administrative Law
Judge a proposal for the issuance of a consent order. The Administrative Law Judge will review the facts of the case and the
proposal and may conduct conferences with the parties and may require the presentation of evidence in the case. If the
Administrative Law Judge does not approve the proposal, the Administrative Law Judge will notify the parties and the case will
proceed as though no consent proposal had been made. If the proposal is approved, the Administrative Law Judge will report
the facts of the case along with recommendations to the Assistant Secretary of State for Political-Military Affairs. If the
Assistant Secretary of State for Political-Military Affairs does not approve the proposal, the case will proceed as though no
consent proposal had been made. If the Assistant Secretary of State for Political-Military Affairs approves the proposal, an
appropriate order may be issued.

(b) Cases may also be settled prior to service of a charging letter. In such an event, a proposed charging letter shall be
prepared, and a consent agreement and order shall be submitted for the approval and signature of the Assistant Secretary for
Political-Military Affairs, and no action by the Administrative Law Judge shall be required. Cases which are settled may not be
reopened or appealed.

[61 FR 48833, Sept. 17, 1996, as amended at 71 FR 20552, Apr. 21, 2006]
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§128.12 Rehearings.

The Administrative Law Judge may grant a rehearing or reopen a proceeding at any time for the purpose of hearing any
relevant and material evidence which was not known or obtainable at the time of the original hearing. A report for rehearing or
reopening must contain a summary of such evidence, and must explain the reasons why it could not have been presented at
the original hearing. The Administrative Law Judge will inform the parties of any further hearing, and will conduct such hearing
and submit a report and recommendations in the same manner as provided for the original proceeding (Described in §128.10).

[61 FR 48833, Sept. 17, 1996]

§ 128.13 Appeals.

(a) Filing of appeals. An appeal must be in writing, and be addressed to and filed with the Under Secretary of State for
Arms Control and International Security, Department of State, Washington, DC 20520. An appeal from a final order denying
export privileges or imposing civil penalties must be filed within 30 days after receipt of a copy of the order. If the Under
Secretary cannot for any reason act on the appeal, he or she may designate another Department of State official to receive
and act on the appeal.

(b) Grounds and conditions for appeal. The respondent may appeal from the debarment or from the imposition of a civil
penalty (except the imposition of civil penalties pursuant to a consent order pursuant to §128.11) upon the ground: (1) That the
findings of a violation are not supported by any substantial evidence; (2) that a prejudicial error of law was committed: or (3)
that the provisions of the order are arbitrary, capricious, or an abuse of discretion. The appeal must specify upon which of
these grounds the appeal is based and must indicate from which provisions of the order the appeal is taken. An appeal from an
order issued upon default will not be entertained if the respondent has failed to seek relief as provided in §128.4(b).

(c) Matters considered on appeal. An appeal will be considered upon the basis of the assembled record. This record
consists of (but is not limited to) the charging letter, the respondent’s answer, the transcript or magnetic recording of the
hearing before the Administrative Law Judge, the report of the Administrative Law Judge, the order of the Assistant Secretary
of State for Political-Military Affairs, and any other relevant documents involved in the proceedings before the Administrative
Law Judge. The Under Secretary of State for Arms Control and International Security may direct a rehearing and reopening of
the proceedings before the Administrative Law Judge if he or she finds that the record is insufficient or that new evidence is
relevant and material to the issues and was not known and was not reasonably available to the respondent at the time of the
original hearings.

(d) Effect of appeals. The taking of an appeal will not stay the operation of any order.

(e) Preparation of appeals—(1) General requirements. An appeal shall be in letter form. The appeal and accompanying
material should be filed in duplicate, unless otherwise indicated, and a copy simultaneously mailed to the Managing Director,
Directorate of Defense Trade Controls, SA-1, Room 1200, Department of State, Washington, DC 20522-0112 or delivered to
2401 E Street, NW., Washington, DC addressed to Managing Director, Directorate of Defense Trade Controls, SA-1, Room
1200, Department of State, Washington, DC 20037.(2) Oral presentation. The Under Secretary of State for Arms Control and
International Security may grant the appellant an opportunity for oral argument and will set the time and place for oral
argument and will notify the parties, ordinarily at least 10 days before the date set.

() Decisions. All appeals will be considered and decided within a reasonable time after they are filed. An appeal may be
granted or denied in whole or in part, or dismissed at the request of the appellant. The decision of the Under Secretary of State
for Arms Control and International Security will be final.

[58 FR 39320, July 22, 1993, as amended at 61 FR 48833, Sept. 17, 1996; 71 FR 20552, Apr. 21, 2006]

§128.14 Confidentiality of proceedings.

Proceedings under this part are confidential. The documents referred to in §128.17 are not, however, deemed to be
confidential. Reports of the Administrative Law Judge and copies of transcripts or recordings of hearings will be available to
parties and, to the extent of their own testimony, to witnesses. All records are available to any U.S. Government agency
showing a proper interest therein.

[61 FR 48834, Sept. 17, 1996]

§ 128.15 Orders containing probationary periods.

(@) Revocation of probationary periods. A debarment or interim suspension order may set a probationary period during
which the order may be held in abeyance for all or part of the debarment or suspension period, subject to the conditions stated
therein. The Managing Director, Directorate of Defense Trade Controls, may apply, without notice to any person to be affected
thereby, to the Administrative Law Judge for a recommendation on the appropriateness of revoking probation when it appears
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that the conditions of the probation have been breached. The facts in support of the application will be presented to the
Administrative Law Judge, who will report thereon and make a recommendation to the Assistant Secretary of State for Political-
Military Affairs. The latter will make a determination whether to revoke probation and will issue an appropriate order. The party
affected by this action may request the Assistant Secretary of State for Political-Military Affairs to reconsider the decision by
submitting a request within 10 days of the date of the order.

(b) Hearings—(1) Objections upon notice. Any person affected by an application upon notice to revoke probation, within
the time specified in the notice, may file objections with the Administrative Law Judge.

(2) Objections to order without notice. Any person adversely affected by an order revoking probation, without notice may
request that the order be set aside by filing his objections thereto with the Administrative Law Judge. The request will
not stay the effective date of the order or revocation.

(3) Requirements for filing objections. Objections filed with the Administrative Law Judge must be submitted in writing and
in duplicate. A copy must be simultaneously submitted to the Directorate of Defense Trade Controls. Denials and
admissions, as well as any mitigating circumstances, which the person affected intends to present must be set forth in
or accompany the letter of objection and must be supported by evidence. A request for an oral hearing may be made
at the time of filing objections.

(4) Determination. The application and objections thereto will be referred to the Administrative Law Judge. An oral hearing
if requested, will be conducted at an early convenient date, unless the objections filed raise no issues of material fact
to be determined. The Administrative Law Judge will report the facts and make a recommendation to the Assistant
Secretary for Political-Military Affairs, who will determine whether the application should be granted or denied and will
issue an appropriate order. A copy of the order and of the Administrative Law Judge’s report will be furnished to any
person affected thereby.

(5) Effect of revocation on other actions. The revocation of a probationary period will not preclude any other action
concerning a further violation, even where revocation is based on the further violation.

[61 FR 48834, Sept. 17, 1996, as amended at 71 FR 20552, Apr. 21, 2006]

§ 128.16 Extension of time.

The Administrative Law Judge, for good cause shown, may extend the time within which to prepare and submit an answer
to a charging letter or to perform any other act required by this part.

[61 FR 48834, Sept. 17, 1996]

§128.17 Availability of orders.

All charging letters, debarment orders, orders imposing civil penalties, probationary periods, and interim suspension orders
are available for public inspection in the Public Reading Room of the Department of State.

PART 129 REGISTRATION AND LICENSING OF BROKERS

§ 129.1 Purpose.

Section 38(b)(1)(A)(ii) of the Arms Export Control Act (22 U.S.C. 2778) provides that persons engaged in the business of
brokering activities shall register and pay a registration fee as prescribed in regulations, and that no person may engage in the
business of brokering activities without a license issued in accordance with the Act.

§ 129.2 Definitions.

(a) Broker means any person who acts as an agent for others in negotiating or arranging contracts, purchases, sales or
transfers of defense articles or defense services in return for a fee, commission, or other consideration.

(b) Brokering activities means acting as a broker as defined in §129.2(a), and includes the financing, transportation, freight
forwarding, or taking of any other action that facilitates the manufacture, export, or import or a defense article or defense
service, irrespective of its origin. For example, this includes, but is not limited to, activities by U.S. persons who are located
inside or outside of the United States or foreign persons subject to U.S. jurisdiction involving defense articles or defense
services of U.S. or foreign origin which are located inside or outside of the United States. But, this does not include activities by
U.S. persons that are limited exclusively to U.S. domestic sales or transfers (e.g., not for export or re-transfer in the United
States or to a foreign person). For the purposes of this subchapter, engaging in the business of brokering activities requires
only one action as described above.
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(c) The term “foreign defense article or defense service” includes any non-United States defense article or defense service
of a nature described on the United States Munitions List regardless of whether such article or service is of United States origin
or whether such article or service contains United States origin components.

[62 FR 67276, Dec. 24, 1997, as amended at 71 FR 20553, Apr. 21, 2006]

§129.3 Requirement to register.

(@) Any U.S. person, wherever located, and any foreign person located in the United States or otherwise subject to the
jurisdiction of the United States (notwithstanding 8120.1(c)), who engages in the business of brokering activities (as defined in
this part) with respect to the manufacture, export, import, or transfer of any defense article or defense service subject to the
controls of this subchapter (see part 121) or any “foreign defense article or defense service” (as defined in §129.2) is required
to register with the Directorate of Defense Trade Controls.

(b) Exemptions. Registration under this section is not required for:
(1) Employees of the United States Government acting in official capacity.
(2) Employees of foreign governments or international organizations acting in official capacity.

(3) Persons exclusively in the business of financing, transporting, or freight forwarding, whose business activities do not
also include brokering defense articles or defense services. For example, air carriers and freight forwarders who
merely transport or arrange transportation for licensed United States Munitions List items are not required to register,
nor are banks or credit companies who merely provide commercially available lines or letters of credit to persons
registered in accordance with Part 122 of this subchapter required to register. However, banks, firms, or other persons
providing financing for defense articles or defense services would be required to register under certain circumstances,
such as where the bank or its employees are directly involved in arranging arms deals as defined in §129.2(a) or hold
title to defense articles, even when no physical custody of defense articles is involved.

[62 FR 67276, Dec. 24, 1997, as amended at 71 FR 20553, Apr. 21, 2006]

§129.4 Registration statement and fees.

(@) General. The Department of State Form DS-2032 (Statement of Registration) and the transmittal letter meeting the
requirements of §122.2(b) of this subchapter must be submitted by an intended registrant with a payment by check, payable to
the Department of State, of the fees prescribed in Section 122.3(a) of this subchapter. Foreign brokers must submit a check in
U.S. dollars payable through a U.S. financial institution that includes the registrant's legal name and address on the check. The
Statement of Registration and transmittal letter must be signed by a senior officer (e.g., Chief Executive Officer, President,
Secretary, Partner, Member, Treasurer, General Counsel) who has been empowered by the intended registrant to sign such
documents. The intended registrant shall also submit documentation that demonstrates that it is incorporated or otherwise
authorized to do business in the United States. The requirement to submit a Department of State Form DS-2032 and to submit
documentation demonstrating incorporation or authorization to do business in the United States does not exclude foreign
persons from the requirement to register. Foreign persons who are required to register shall provide information that is
substantially similar in content as that which a U.S. person would provide under this provision (e.g., foreign business license or
similar authorization to do business). The Directorate of Defense Trade Controls will notify the registrant if the Statement of
Registration is incomplete either by notifying the registrant of what information is required or through the return of the entire
registration package with payment. Registrants may not establish new entities for the purpose of reducing registration fees.

(b) A person required to register under this part who is already registered as a manufacturer or exporter in accordance with
part 122 of this subchapter must also provide notification of this additional activity by submitting to the Directorate of Defense
Trade Controls by registered mail a transmittal letter meeting the requirements of §122.2(b) and citing the existing registration,
and must pay an additional fee according to the schedule prescribed in §122.3(a). Any person who registers coincidentally as a
broker as defined in §129.2 of this subchapter and as a manufacturer or exporter must submit a Statement of Registration that
reflects the brokering activities, the §122.2(b) transmittal letter, as well as the additional fee for registration as a broker.

(c) Other provisions of part 122, in particular, §122.4 concerning notification of changes in information furnished by
registrants and §122.5 concerning maintenance of records by registrants, apply equally to registration under this part (part 129).

[62 FR 67276, Dec. 24, 1997, as amended at 69 FR 70889, Dec. 8, 2004; 71 FR 20553, Apr. 21, 2006; 73 FR 55441, Sept. 25,
2008]
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§ 129.5 Policy on embargoes and other proscriptions.

(@) The policy and procedures set forth in this subparagraph apply to brokering activities defined in §129.2 of this
subchapter, regardless of whether the persons involved in such activities have registered or are required to register under
§129.3 of this subchapter.

(b) No brokering activities or brokering proposals involving any country referred to in §126.1 of this subchapter may be
carried out by any person without first obtaining the written approval of the Directorate of Defense Trade Controls.

(c) No brokering activities or proposal to engage in brokering activities may be carried out or pursued by any person
without the prior written approval of the Directorate of Defense Trade Controls in the case of other countries or persons
identified from time to time by the Department of State through notice in the Federal Register, with respect to which certain
limitations on defense articles or defense services are imposed for reasons of U.S. national security or foreign policy or law
enforcement interests (e.g., an individual subject to debarment pursuant to §127.7 of this subchapter).

(d) No brokering activities or brokering proposal may be carried out with respect to countries which are subject to United
Nations Security Council arms embargo (see also §121.1(c)).

(e) In cases involving countries or persons subject to paragraph (b), (c), or (d), above, it is the policy of the Department of
State to deny requests for approval, and exceptions may be granted only rarely, if ever. Any person who knows or has reason
to know of brokering activities involving such countries or persons must immediately inform the Directorate of Defense Trade
Controls.

[62 FR 67276, Dec. 24, 1997, as amended at 71 FR 20553, Apr. 21, 2006]

§129.6 Requirement for license/approval.

(@) No person may engage in the business of brokering activities without the prior written approval (license) of, or prior
notification to, the Directorate of Defense Trade Controls, except as follows:

(b) A license will not be required for:
(1) Brokering activities undertaken by or for an agency of the United States Government—
(i) For use by an agency of the United States Government; or

(i) For carrying out any foreign assistance or sales program authorized by law and subject to the control of the
President by other means.

(2) Brokering activities that are arranged wholly within and destined exclusively for the North Atlantic Treaty Organization,
any member country of that Organization, Japan, Australia, or New Zealand, except in the case of the defense articles
or defense services specified in §129.7(a) of this subchapter, for which prior approval is always required.

[62 FR 67276, Dec. 24, 1997, as amended at 71 FR 20553, Apr. 21, 2006]

§129.7 Prior approval (license).
(@) The following brokering activities require the prior written approval of the Directorate of Defense Trade Controls:

(1) Brokering activities pertaining to certain defense articles (or associated defense services) covered by or of a nature
described by Part 121, to or from any country, as follows:

(i) Fully automatic firearms and components and parts therefor;

(i) Nuclear weapons strategic delivery systems and all components, parts, accessories, attachments specifically
designed for such systems and associated equipment;

(iii) Nuclear weapons design and test equipment of a nature described by Category XVI of Part 121;
(iv) Naval nuclear propulsion equipment of a nature described by Category VI(e);
(v) Missile Technology Control Regime Category | items (8121.16);

(vi) Classified defense articles, services and technical data;
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(viiy Foreign defense articles or defense services (other than those that are arranged wholly within and destined
exclusively for the North Atlantic Treaty Organization, Japan, Australia, or New Zealand (see §88129.6(b)(2) and
129.7(a)).

(2) Brokering activities involving defense articles or defense services covered by, or of a nature described by, Part 121, in
addition to those specified in §129.7(a), that are designated as significant military equipment under this subchapter, for
or from any country not a member of the North Atlantic Treaty Organization, Australia, New Zealand, or Japan
whenever any of the following factors are present:

(i) The value of the significant military equipment is $1,000,000 or more;

(i) The identical significant military equipment has not been previously licensed for export to the armed forces of the
country concerned under this subchapter or approved for sale under the Foreign Military Sales Program of the
Department of Defense;

(i)  Significant military equipment would be manufactured abroad as a result of the articles or services being
brokered; or

(iv) The recipient or end user is not a foreign government or international organization.
(b) The requirements of this section for prior written approval are met by any of the following:

(1) A license or other written approval issued under parts 123, 124, or 125 of this subchapter for the permanent or
temporary export or temporary import of the particular defense article, defense service or technical data subject to prior
approval under this section, provided the names of all brokers have been identified in an attachment accompanying
submission of the initial application; or

(2) A written statement from the Directorate of Defense Trade Controls approving the proposed activity or the making of a
proposal or presentation.

(c) Requests for approval of brokering activities shall be submitted in writing to the Directorate of Defense Trade Controls
by an empowered official of the registered broker; the letter shall also meet the requirements of §126.13 of this subchapter.

(d) The request shall identify all parties involved in the proposed transaction and their roles, as well as outline in detail the
defense article and related technical data (including manufacturer, military designation and model number), quantity and value,
the security classification, if any, of the articles and related technical data, the country or countries involved, and the specific
end use and end user(s).

(e) The procedures outlined in 8126.8(c) through (g) are equally applicable with respect to this section.

[62 FR 67276, Dec. 24, 1997, as amended at 71 FR 20553, Apr. 21, 2006]

§ 129.8 Prior notification.

(@) Prior notification to the Directorate of Defense Trade Controls is required for brokering activities with respect to
significant military equipment valued at less than $1,000,000, except for sharing of basic marketing information (e.g.,
information that does not include performance characteristics, price and probable availability for delivery) by U.S. persons
registered as exporters under Part 122.

(b) The requirement of this section for prior notification is met by informing the Directorate of Defense Trade Controls by
letter at least 30 days before making a brokering proposal or presentation. The Directorate of Defense Trade Controls will
provide written acknowledgment of such prior notification to confirm compliance with this requirement and the commencement
of the 30-day notification period.

(c) The procedures outlined in §126.8(c) through (g) are equally applicable with respect to this section.

[62 FR 67276, Dec. 24, 1997, as amended at 71 FR 20553, Apr. 21, 2006]

§129.9 Reports.

Any person required to register under this part shall provide annually a report to the Directorate of Defense Trade Controls
enumerating and describing its brokering activities by quantity, type, U.S. dollar value, and purchaser(s) and recipient(s),
license(s) numbers for approved activities and any exemptions utilized for other covered activities.

[71 FR 20554, Apr. 21, 2006]
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§129.10 Guidance.

Any person desiring guidance on issues related to this part, such as whether an activity is a brokering activity within the
scope of this Part, or whether a prior approval or notification requirement applies, may seek guidance in writing from the
Directorate of Defense Trade Controls. The procedures and conditions stated in §126.9 apply equally to requests under this
section.

[71 FR 20554, Apr. 21, 2006]

PART 130 POLITICAL CONTRIBUTIONS, FEES AND COMMISSIONS

§ 130.1 Purpose.

Section 39(a) of the Arms Export Control Act (22 U.S.C. 2779) provides that the Secretary of State shall prescribe
regulations with respect to reporting on certain payments relating to sales of defense articles and defense services. The
provisions of this part implement that requirement. Definitions which apply to this part are contained in §§130.2 through 130.8.

§130.2 Applicant.

Applicant means any person who applies to the Directorate of Defense Trade Controls for any license or approval required
under this subchapter for the export of defense articles or defense services valued in an amount of $500,000 or more which
are being sold commercially to or for the use of the armed forces of a foreign country or international organization. This term
also includes a person to whom the required license or approval has been given.

[71 FR 20554, Apr. 21, 2006]

§ 130.3 Armed forces.
Armed forces means the army, navy, marine, air force, or coast guard, as well as the national guard and national police, of

a foreign country. This term also includes any military unit or military personnel organized under or assigned to an international
organization.

8§ 130.4 Defense articles and defense services.
Defense articles and defense services have the meaning given those terms in paragraphs (3), (4) and (7) of section 47 of

the Arms Export Control Act (22 U.S.C. 2794 (3), (4), and (7)). When used with reference to commercial sales, the definitions
in 88120.6 and 120.9 of this subchapter apply.

§130.5 Fee or commission.
(@) Fee or commission means, except as provided in paragraph (b) of this section, any loan, gift, donation or other
payment of $1,000 or more made, or offered or agreed to be made directly or indirectly, whether in cash or in kind, and
whether or not pursuant to a written contract, which is:

(1) To or at the direction of any person, irrespective of nationality, whether or not employed by or affiliated with an
applicant, a supplier or a vendor; and

(2) For the solicitation or promotion or otherwise to secure the conclusion of a sale of defense articles or defense services
to or for the use of the armed forces of a foreign country or international organization.

(b) The term fee or commission does not include:
(1) A political contribution or a payment excluded by §130.6 from the definition of political contribution;

(2) A normal salary (excluding contingent compensation) established at an annual rate and paid to a regular employee of
an applicant, supplier or vendor;

(3) General advertising or promotional expenses not directed to any particular sale or purchaser; or

(4) Payments made, or offered or agreed to be made, solely for the purchase by an applicant, supplier or vendor of
specific goods or technical, operational or advisory services, which payments are not disproportionate in amount with
the value of the specific goods or services actually furnished.
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[58 FR 39323, July 22, 1993, as amended at 71 FR 20554, Apr. 21, 2006]

§ 130.6 Political contribution.

Political contribution means any loan, gift, donation or other payment of $1,000 or more made, or offered or agreed to be
made, directly or indirectly, whether in cash or in kind, which is:

(@) To or for the benefit of, or at the direction of, any foreign candidate, committee, political party, political faction, or
government or governmental subdivision, or any individual elected, appointed or otherwise designated as an employee or
officer thereof; and

(b) For the solicitation or promotion or otherwise to secure the conclusion of a sale of defense articles or defense services
to or for the use of the armed forces of a foreign country or international organization. Taxes, customs duties, license fees, and
other charges required to be paid by applicable law or regulation are not regarded as political contributions.

§130.7 Supplier.

Supplier means any person who enters into a contract with the Department of Defense for the sale of defense articles or
defense services valued in an amount of $500,000 or more under section 22 of the Arms Export Control Act (22 U.S.C. 2762).

§ 130.8 Vendor.

(@) Vendor means any distributor or manufacturer who, directly or indirectly, furnishes to an applicant or supplier defense
articles valued in an amount of $500,000 or more which are end-items or major components as defined in 8121.8 of this
subchapter. It also means any person who, directly or indirectly, furnishes to an applicant or supplier defense articles or
services valued in an amount of $500,000 or more when such articles or services are to be delivered (or incorporated in
defense articles or defense services to be delivered) to or for the use of the armed forces of a foreign country or international
organization under:

(1) A sale requiring a license or approval from the Directorate of Defense Trade Controls under this subchapter; or

(2) A sale pursuant to a contract with the Department of Defense under section 22 of the Arms Export Control Act (22
U.S.C. 2762).

(b) [Reserved]

[58 FR 39323, July 22, 1993, as amended at 71 FR 20554, Apr. 21, 2006]

§130.9 Obligation to furnish information to the Directorate of Defense Trade Controls.

(a)(1) Each applicant must inform the Directorate of Defense Trade Controls as to whether the applicant or its vendors
have paid, or offered or agreed to pay, in respect of any sale for which a license or approval is requested:

(i) Political contributions in an aggregate amount of $5,000 or more, or

(i) Fees or commissions in an aggregate amount of $100,000 or more. If so, applicant must furnish to the Directorate
of Defense Trade Controls the information specified in §130.10. The furnishing of such information or an
explanation satisfactory to the Managing Director of the Directorate of Defense Trade Controls as to why all the
information cannot be furnished at that time is a condition precedent to the granting of the relevant license or
approval.

(2) The requirements of this paragraph do not apply in the case of an application with respect to a sale for which all the
information specified in §130.10 which is required by this section to be reported shall already have been furnished.

(b) Each supplier must inform the Directorate of Defense Trade Controls as to whether the supplier or its vendors have
paid, or offered or agreed to pay, in respect of any sale:

(1) Political contributions in an aggregate amount of $5,000 or more, or

(2) Fees or commissions in an aggregate amount of $100,000 or more. If so, the supplier must furnish to the Directorate of
Defense Trade Controls the information specified in §130.10. The information required to be furnished pursuant to this
paragraph must be so furnished no later than 30 days after the contract award to such supplier, or such earlier date as
may be specified by the Department of Defense. For purposes of this paragraph, a contract award includes a purchase
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order, exercise of an option, or other procurement action requiring a supplier to furnish defense articles or defense
services to the Department of Defense for the purposes of 822 of the Arms Export Control Act (22 U.S.C. 2762).

(c) In determining whether an applicant or its vendors, or a supplier or its vendors, as the case may be, have paid, or
offered or agreed to pay, political contributions in an aggregate amount of $5,000 or more in respect of any sale so as to
require a report under this section, there must be included in the computation of such aggregate amount any political
contributions in respect of the sale which are paid by or on behalf of, or at the direction of, any person to whom the applicant,
supplier or vendor has paid, or offered or agreed to pay, a fee or commission in respect of the sale. Any such political

contributions are deemed for purposes of this part to be political contributions by the applicant, supplier or vendor who paid or
offered or agreed to pay the fee or commission.

(d) Any applicant or supplier which has informed the Directorate of Defense Trade Controls under this section that neither
it nor its vendors have paid, or offered or agreed to pay, political contributions or fees or commissions in an aggregate amount
requiring the information specified in §130.10 to be furnished, must subsequently furnish such information within 30 days after
learning that it or its vendors had paid, or offered or agreed to pay, political contributions or fees or commissions in respect of a
sale in an aggregate amount which, if known to applicant or supplier at the time of its previous communication with the
Directorate of Defense Trade Controls, would have required the furnishing of information under §130.10 at that time. Any
report furnished under this paragraph must, in addition to the information specified in 8130.10, include a detailed statement of

the reasons why applicant or supplier did not furnish the information at the time specified in paragraph (a) or paragraph (b) of
this section, as applicable.

[58 FR 39323, July 22, 1993, as amended at 71 FR 20554, Apr. 21, 2006]

§130.10 Information to be furnished by applicant or supplier to the Directorate of Defense Trade Controls.

(a) Every person required under 8130.9 to furnish information specified in this section in respect to any sale must furnish to
the Directorate of Defense Trade Controls:

(1) The total contract price of the sale to the foreign purchaser;

(2) The name, nationality, address and principal place of business of the applicant or supplier, as the case may be, and, if
applicable, the employer and title;

(3) The name, nationality, address and principal place of business, and if applicable, employer and title of each foreign
purchaser, including the ultimate end-user involved in the sale;

(4) Except as provided in paragraph (c) of this section, a statement setting forth with respect to such sale:

(i) The amount of each political contribution paid, or offered or agreed to be paid, or the amount of each fee or
commission paid, or offered or agreed to be paid;

(ii) The date or dates on which each reported amount was paid, or offered or agreed to be paid;
(iii) The recipient of each such amount paid, or intended recipient if not yet paid;
(iv) The person who paid, or offered or agreed to pay such amount; and

(v) The aggregate amounts of political contributions and of fees or commission, respectively, which shall have been
reported.

(b) Inresponding to paragraph (a)(4) of this section, the statement must:

(1) With respect to each payment reported, state whether such payment was in cash or in kind. If in kind, it must include a
description and valuation thereof. Where precise amounts are not available because a payment has not yet been
made, an estimate of the amount offered or agreed to be paid must be provided,

(2) With respect to each recipient, state:
() Its name;
(i) Its nationality;
(iii) Its address and principal place of business;

(iv) Its employer and title; and
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(v) Its relationship, if any, to applicant, supplier, or vendor, and to any foreign purchaser or end-user.

(c) In submitting a report required by §130.9, the detailed information specified in paragraph (a)(4) and (b) of this section
need not be included if the payments do not exceed:

(1) $2,500 in the case of political contributions; and
(2) $50,000 in the case of fees or commissions.

In lieu of reporting detailed information with respect to such payments, the aggregate amount thereof must be reported,
identified as miscellaneous political contributions or miscellaneous fees or commissions, as the case may be.

(d) Every person required to furnish the information specified in paragraphs (a) and (b) of this section must respond fully to
each subdivision of those paragraphs and, where the correct response is “none” or “not applicable,” must so state.

[58 FR 39323, July 22, 1993, as amended at 71 FR 20554, Apr. 21, 2006]

§130.11 Supplementary reports.

(@) Every applicant or supplier who is required under §130.9 to furnish the information specified in §130.10 must submit a
supplementary report in connection with each sale in respect of which applicant or supplier has previously been required to
furnish information if:

(1) Any political contributions aggregating $2,500 or more or fees or commissions aggregating $50,000 or more not
previously reported or paid, or offered or agreed to be paid by applicant or supplier or any vendor;

(2) Subsequent developments cause the information initially reported to be no longer accurate or complete (as in the case
where a payment actually made is substantially different in amount from a previously reported estimate of an amount
offered or agreed to be paid); or

(3) Additional details are requested by the Directorate of Defense Trade Controls with respect to any miscellaneous
payments reported under §130.10(c).

(b) Supplementary reports must be sent to the Directorate of Defense Trade Controls within 30 days after the payment,
offer or agreement reported therein or, when requested by the Directorate of Defense Trade Controls, within 30 days after such
request, and must include:

(1) Any information specified in 8130.10 required or requested to be reported and which was not previously reported; and

(2) The Directorate of Defense Trade Controls license number, if any, and the Department of Defense contract number, if
any, related to the sale.

[58 FR 39323, July 22, 1993, as amended at 71 FR 20554, Apr. 21, 2006]

§130.12 Information to be furnished by vendor to applicant or supplier.

(a) In order to determine whether it is obliged under §130.9 to furnish the information specified in §130.10 with respect to a
sale, every applicant or supplier must obtain from each vendor, from or through whom the applicant acquired defense articles
or defense services forming the whole or a part of the sale, a full disclosure by the vendor of all political contributions or fees or
commission paid, by vendor with respect to such sale. Such disclosure must include responses to all the information pertaining
to vendor required to enable applicant or supplier, as the case may be, to comply fully with §§130.9 and 130.10. If so required,
they must include the information furnished by each vendor in providing the information specified.

(b) Any vendor which has been requested by an applicant or supplier to furnish an initial statement under paragraph (a) of
this section must, except as provided in paragraph (c) of this section, furnish such statement in a timely manner and not later
than 20 days after receipt of such request.

(c) If the vendor believes that furnishing information to an applicant or supplier in a requested statement would
unreasonably risk injury to the vendor's commercial interests, the vendor may furnish in lieu of the statement an abbreviated
statement disclosing only the aggregate amount of all political contributions and the aggregate amount of all fees or
commissions which have been paid, or offered or agreed to be paid, or offered or agreed to be paid, by the vendor with respect
to the sale. Any abbreviated statement furnished to an applicant or supplier under this paragraph must be accompanied by a
certification that the requested information has been reported by the vendor directly to the Directorate of Defense Trade
Controls. The vendor must simultaneously report fully to the Directorate of Defense Trade Controls all information which the
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vendor would otherwise have been required to report to the applicant or supplier under this section. Each such report must
clearly identify the sale with respect to which the reported information pertains.

(d)(1) If upon the 25th day after the date of its request to vendor, an applicant or supplier has not received from the vendor
the initial statement required by paragraph (a) of this section, the applicant or supplier must submit to the Directorate of
Defense Trade Controls a signed statement attesting to:

(i) The manner and extent of applicant’s or supplier’s attempt to obtain from the vendor the initial statement required
under paragraph (a) of this section;

(i) Vendor's failure to comply with this section; and

(iii) The amount of time which has elapsed between the date of applicant’s or supplier's request and the date of the
signed statement;

(2) The failure of a vendor to comply with this section does not relieve any applicant or supplier otherwise required by
8130.9 to submit a report to the Directorate of Defense Trade Controls from submitting such a report.

[58 FR 39323, July 22, 1993, as amended at 71 FR 20555, Apr. 21, 2006]

§ 130.13 Information to be furnished to applicant, supplier or vendor by arecipient of a fee or commission.
(a) Every applicant or supplier, and each vendor thereof;

(1) In order to determine whether it is obliged under 8130.9 or §130.12 to furnish information specified in §130.10 with
respect to a sale; and

(2) Prior to furnishing such information, must obtain from each person, if any, to whom it has paid, or offered or agreed to
pay, a fee or commission in respect of such sale, a timely statement containing a full disclosure by such a person of all
political contributions paid, or offered or agreed to be paid, by it or on its behalf, or at its direction, in respect of such
sale. Such disclosure must include responses to all the information required to enable the applicant, supplier or vendor,
as the case may be, to comply fully with §§130.9, 130.10, and 130.12.

(b) In obtaining information under paragraph (a) of this section, the applicant, supplier or vendor, as the case may be, must
also require each person to whom a fee or commission is paid, or offered or agreed to be paid, to furnish from time to time
such reports of its political contributions as may be necessary to enable the applicant, supplier or vendor, as the case may be,
to comply fully with §§130.9, 130.10, 130.11, and 130.12.

(c) The applicant supplier or vendor, as the case may be, must include any political contributions paid, or offered or agreed
to be paid, by or on behalf of, or at the direction of, any person to whom it has paid, or offered or agreed to pay a fee or
commission in determining whether applicant, supplier or vendor is required by §8130.9, 130.11, and 130.12 to furnish
information specified in §130.10.

§ 130.14 Recordkeeping.

Each applicant, supplier and vendor must maintain a record of any information it was required to furnish or obtain under
this part and all records upon which its reports are based for a period of not less than five years following the date of the report
to which they pertain.

§ 130.15 Confidential business information.

(@) Any person who is required to furnish information under this part may identify any information furnished hereunder
which the person considers to be confidential business information. No person, including any applicant or supplier, shall
publish, divulge, disclose, or make known in any manner, any information so identified by a vendor or other person unless
authorized by law or regulation.

(b) For purposes of this section, confidential business information means commercial or financial information which by law
is entitled to protection from disclosure. (See, e.g., 5 U.S.C. 552(b) (3) and (4); 18 U.S.C. 1905; 22 U.S.C. 2778(e); Rule
26(c)(7), Federal Rules of Civil Procedure.)

§130.16 Other reporting requirements.
The submission of reports under this part does not relieve any person of any requirements to furnish information to any
federal, state, or municipal agency, department or other instrumentality as required by law, regulation or contract.
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§130.17 Utilization of and access to reports and records.

(@) All information reported and records maintained under this part will be made available, upon request for utilization by
standing committees of the Congress and subcommittees thereof, and by United States Government agencies, in accordance
with §39(d) of the Arms Export Control Act (22 U.S.C. 2779(d)), and reports based upon such information will be submitted to
Congress in accordance with sections 36(a)(7) and 36(b)(1) of that Act (22 U.S.C. 2776(a)(7) and (b)(1)) or any other
applicable law.

(b) All confidential business information provided pursuant to this part shall be protected against disclosure to the extent
provided by law.

(c) Nothing in this section shall preclude the furnishing of information to foreign governments for law enforcement or
regulatory purposes under international arrangements between the United States and any foreign government.

[58 FR 39323, July 22, 1993, as amended at 71 FR 20555, Apr. 21, 2006]
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ANNEX A

The Basics of Compliance with
the International Traffic in Arms Regulations®

GETTING STARTED
A. Defense Article Export Controls Statutory and Regulatory Authorities

The U.S. Government views the export of defense articles and services as an integral part of safeguarding
U.S. national security and furthering U.S. foreign policy objectives. The U.S. Government's authority to
control the export of defense articles and services is found under 22 U.S.C. 8§ 2778-2780 of the Arms
Export Control Act (“AECA"). The AECA provides the authority to control the export of defense articles and
services and charges the President to exercise this authority, which has been delegated to the Secretary of
State. The agency in charge of administering the regulations is the U.S. Department of State, Directorate of
Defense Trade Controls (“DDTC”). The implementing regulations are the International Traffic in Arms
Regulations (“ITAR”) (22 CFR Parts 120-130), which govern export and temporary import of defense articles
and defense services that are covered under the United States Munitions List (“USML").

B. Registration: The First Step

All manufacturers, exporters and brokers of defense articles, defense services, or related technical data are
required to register with DDTC. Manufacturers of defense articles must register even if they do not export,
and have no intention of exporting, their defense products. Registration does not confer any export rights or
privileges, but is a precondition for the issuance of any license or other approval for export. To register, a
party must provide to DDTC information about, among other things, its business, the defense articles or
defense services in which it deals, its governing officers, and all affiliated (parent and subsidiary) business
entities. Registrations must be renewed annually and must be submitted along with a registration fee. The
registration fee varies depending upon the number of export authorization requests submitted by the
registrant and processed by DDTC. The Registration Statement (DS-2032) and the accompanying
transmittal letter must be submitted by an “empowered official” of the registrant.

C. Empowered Officials

All DDTC registrants must designate at least one empowered official. ITAR 8§ 120.25 provides that an
empowered official must be “a U.S. person who is directly employed by the applicant or a subsidiary in a
position having authority for policy or management within the applicant organization [who] is legally
empowered in writing by the applicant to sign license applications or other requests for approval on behalf of
the applicant.” The empowered official must have received training in, and possess an understanding of, the
requirements of the AECA and ITAR. In addition, the empowered official must have the independent
authority to: (i) enquire into any aspect of a proposed export or temporary import by the applicant; (ii) verify
the legality of the export transaction and the accuracy of the information to be submitted; and (iii) refuse to
sign any license application or other request for approval without prejudice or other adverse recourse.

D. D-Trade: The Process for Obtaining an Export License

Available through DDTC’s website, D-Trade is a fully-electronic defense export licensing system that
registrants must use to submit license applications for authorizations for exports of defense articles. D-Trade
receives defense export authorization requests that are properly submitted by any U.S. person who is a
defense trade registrant and wishes to permanently export unclassified defense articles via the Form DSP-5,
temporarily import unclassified defense articles via the Form DSP-61, or temporarily export unclassified
defense articles via the Form DSP-73.

E. Technology Control Plan for Avoiding Inadvertent Release of Technical Data

In addition to controlling exports of hardware defense articles, the ITAR controls exports of technical data
and provision abroad of defense services. Like exports of hardware, technical data and defense service
exports usually require prior DDTC approval.

“Technical data” is broadly defined under the ITAR as information that is required for the design,
development, production, manufacture, assembly, operation, repair, testing, maintenance, or modification of
defense articles, or classified information about defense articles or defense services. Technical data includes

* This Primer is intended to provide an introduction to, and a high level summary of the ITAR. It does not address or include many of the provisions of the ITAR, and it should not be relied
upon for any legal or regulatory analysis. The full text of the ITAR, as published Federal Register’s annual 22 C.F.R. 120 - 130 printing, should be referenced for any such analysis.
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information in the form of blueprints, drawings, photographs, plans, instructions, or documentation, and can
also be in the form of models or mock-ups of defense articles.

Because transfers of technical data and provision of defense services may occur in the course of day-to-day
communications with customers, vendors, visitors and others, including through email, faxes and
conversations, such exports often may be more difficult to control than hardware exports which can be
captured in the order process. In addition, exports of technical data may occur through the employment of
foreign national employees and through facility visits by foreign persons. Therefore, companies possessing
controlled technical data should adopt and enforce a Technology Control Plan (“TCP”) containing written
policies and procedures to prevent unauthorized exports or transfers of controlled technical data.

Il CLASSIFICATION OF PRODUCTS AND DATA
A. Jurisdiction: Defense Atrticles vs. Dual-Use ltems

The U.S. export control regime is administered primarily by the Bureau of Industry and Security (“BIS”) under
the Department of Commerce and by DDTC at the Department of State. The two agencies administer
separate regulations for different items: BIS administers the Export Administration Regulations (“EAR”),
which governs “dual-use” articles and technologies (essentially, everything not covered under the ITAR);
DDTC administers the ITAR, which governs “defense articles” and “defense services.” To determine the
licensing or other government approval required to export a defense-related item, an exporter must first
determine which agency, BIS or DDTC, has jurisdiction over the item.

The term “defense articles” is defined in the ITAR to include any item (commodity or software) or technical
data that is identified on the U.S. Munitions List (“USML") codified at 22 C.F.R. § 121.1. Defense articles
also include any item designated as such by DDTC, even if not included on the USML. An item may be
designated by DDTC as a defense article, and thus within its jurisdiction, if it is specifically designed,
developed, configured, adapted, or modified for a military or space application and either (a) does not have
predominant civil applications and does not have a performance equivalent to articles or services used for
civil applications, or (b) has significant military or intelligence applicability.

Where it may be unclear whether an item is covered by the USML, and thus within the jurisdiction of DDTC,
one may submit a “Commaodity Jurisdiction” Request to DDTC. The purpose of the Commodity Jurisdiction
Request is to eliminate doubt as to DDTC's jurisdiction over a particular item, or to request that the agency
consider removing an article from the USML. A determination that an article is not covered by the ITAR does
not necessarily mean that it can be exported without a license because it might require a license under the
“dual-use” jurisdiction of BIS.

B. Internal Export Controls Matrix: USML Classification of Defense Articles

The USML is organized into twenty-one broad categories (Category | through Category XXI). Once the
DDTC jurisdictional determination has been established, organizations should maintain an internal matrix of
hardware and related technical data that reflects the classification of the defense article under the applicable
USML Category (e.g., parts and components of tanks and military vehicles would be under USML Category
VII(h)). (The company’s dual-use products should also be reflected in the matrix and identified according to
the Export Control Classification Number (“ECCN”) applicable to the item under the EAR’s Commerce
Control List.) The matrix should be constructed so that it will provide the user with ready reference to these
classifications and to a thumbnail summary of applicable export licensing requirements. The Internal Export
Controls Matrix should be updated regularly to address changes in regulations or the application of the
regulations and new or modified products.

Il EXPORT LICENSING

The most fundamental ITAR-controlled transaction is the export. The term “export” is defined broadly to
include sending or taking a defense article out of the United States or disclosing (including oral or visual
disclosure) or transferring a defense article or technical data to a foreign person or to an embassy, agency or
subdivision of a foreign government in the United States. (For defense services, “export” means performing
a defense services for a foreign person, whether in the United States or abroad.)

The reach of the ITAR extends beyond the initial export of defense articles and includes reexports and
retransfers of such items. In these circumstances, the ITAR controls any transfer of a defense article to an
end use, end user or destination that is not previously authorized by DDTC. The ITAR also controls
temporary imports, i.e., the import and subsequent export, of defense articles. (Permanent imports of
defense articles are regulated by the U.S. Department of Justice, Bureau of Alcohol, Tobacco, Firearms &
Explosives, not by DDTC.)

As noted in Section |, above, U.S. person wishing to export (including reexport or retransfer) or temporarily
import a defense article must first register with DDTC and must be certified on the D-TRADE system.
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Unless an ITAR licensing exemption applies, all exports and temporary imports of defense articles (including
technical data) require a license from DDTC. DDTC has created a variety of license applications, each
specific to the type of intended export transaction and item. The following license applications are used for
defense articles and technical data:

e Form DSP-5: Application for license for permanent export of unclassified defense articles or
unclassified technical data.

e Form DSP-61: Application for license for temporary import of unclassified defense articles or
unclassified technical data.

e Form DSP-73: Application for license for temporary export of unclassified defense articles or
unclassified technical data.

e Form DSP-85: Application for license for exports or temporary imports of classified defense articles
or classified technical data.

In addition to the license application form, applicants must submit to DDTC certain supporting documentation,
such as technical data, product brochures, and a freight forwarder list. Applications for licenses for the
permanent export of a defense article must include a copy of the relevant purchase order, letter of intent or
similar document. In addition, all license applications must include a certification by an empowered official of
the applicant. License applications submitted without a required supporting documentation are routinely
returned by DDTC without action.

Licenses granted by DDTC are valid for four years from their date of issuance. They expire upon the earlier
of date of expiration or when the total value or quantity authorized has been shipped.

V. EMPLOYMENT OF FOREIGN NATIONALS

Disclosing (including oral or visual disclosure) technical data or providing defense services to a “foreign
person,” whether located in the United States or abroad, is considered by DDTC to be an export to that
individual's “home country.” To avoid violating the ITAR under this “deemed export” concept, companies that
manufacture or export defense articles, or that possess ITAR-controlled technical data, must ensure that
their employment of foreign persons is in compliance with the ITAR.

A “foreign person” under the ITAR (as well as under the EAR) is any person who is not a lawful resident of
the United States or a “protected” individual. For example, employees with H-1B (Specialty Occupation
Workers), L-1 (Intra-company Transferees) and F-1 (Student Workers) visas are considered foreign persons
while permanent resident aliens, green card holders, and individuals granted political asylum are not
considered foreign persons. When determining a person’s “home country” for purposes of deemed exports,
DDTC may consider not only the individual's country (or countries) of citizenship, but also his or her country
of birth.

Generally, compliance will require either that the foreign employee be strictly insulated from any access to
defense articles or technical data (e.g., through a TCP as discussed in Section I.E.), or that an application for
the foreign person be submitted to and approved by DDTC before the foreign person employee is given such
access. Companies that wish to provide their foreign employees access to ITAR-controlled information must
obtain authorization from the DDTC before providing foreign national employees with access to any ITAR-
controlled defense articles, technical data, and/or defense services. Typically, such authorization is provided
through a DSP-5 license. However, when the situation involves the release of classified technical data, the
U.S. company should obtain a DSP-85 and must consult the Department of Defense National Industrial
Security Program Operating Manual. A license authorizing transfer to a foreign national employee does not
also permit the export of the defense article, technical data, and/or defense service to other individuals or
companies in the home country of the employee.

V. TECHNICAL COLLABORATION WITH FOREIGN PERSONS

Prior to providing a “defense service” to a foreign person or persons?, the U.S. applicant and the foreign
person or persons must prepare and submit to DDTC for its approval an agreement detailing the scope of
the defense service to be provided and, following DDTC approval of the agreement, must execute the
agreement and deposit a copy of the executed agreement with DDTC.

A “defense service” is defined in the ITAR as “the furnishing of assistance (including training) to foreign
persons, whether in the U.S. or abroad, in the design, development, engineering, manufacture, production,

2 In this context, the term “foreign person” encompasses in addition to natural persons “any foreign corporation, business association, partnership, trust, society or any other entity or group
that is not incorporated or organized to do business in the United States, as well as international organizations, foreign governments and any agency or subdivision of foreign governments
(e.g., diplomatic missions).”
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assembly, testing, repair, maintenance, modification, operation, demilitarization, destruction, processing or
use” of ITAR-controlled items or technical data. It also includes the furnishing of military training to foreign
persons in the United States or abroad.

Such DDTC-approved agreements, which act as authorizations for the provision of defense services to
foreign persons, generally take one of two forms. A technical assistance agreement (TAA) permits the U.S.
party to perform defense services and/or disclose technical data to a foreign party as described within the
scope of the TAA. A manufacturing license agreement (MLA), on the other hand, grants a right or license to
manufacture defense articles and allows for release of manufacturing know-how. An MLA also may involve
only the assembly or repair of hardware abroad and no actual manufacturing in situations where the foreign
party requires manufacturing data in order to complete assembly.

VL. COMPLIANCE PROGRAMS

A. Compliance Program

A comprehensive export controls compliance program is essential to ensuring compliance with the AECA
and the ITAR. An effective compliance program should include a compliance manual that is required to be
read by all relevant personnel, an organization structure that identifies key personnel for defense trade
controls, a written corporate commitment policy, and a system to track ITAR controlled items, including re-
exports and retransfers, from marketing to shipment. A compliance program also must provide for a
systematic method of recordkeeping. Further, to be effective, the compliance program must ensure that
personnel undergo periodic training and that internal audits are conducted on a regular basis.

B. Training

An effective compliance program must provide for regular training of company personnel on U.S. export
control laws and regulations. The training program should include a written procedure to identify the
personnel who should receive training and then to ensure that the appropriate training is received. Initial
training should be included in the orientation agenda for new hires and refresher training should be offered
on a regular basis.

C. Auditing

Internal audits are essential to ensure the integrity and measure the effectiveness of a compliance program.
The emphasis of the audit should be on validation of full export compliance, including adherence to license
and other approval conditions. Audits should measure the effectiveness of day-to-day operations and should
be conducted regularly.

VIl. ENFORCEMENT

A. Penalties for Violations
1. U.S. Companies

Both civil and criminal penalties apply to U.S. companies that violate the ITAR. For civil violations,
U.S. companies may be fined up to $500,000 per violation. For criminal violations, a U.S. company
may be fined up to $1,000,000 for each violation. Further, DDTC may statutorily or administratively
debar a U.S. company that violates the ITAR, which denies that U.S. company its export privileges.
In addition, DDTC may order seizure or forfeiture of that U.S. company’s goods upon importation.

2. U.S. Individuals

Both civil and criminal penalties apply to U.S. individuals who violate the ITAR. For civil violations,
an individual may be fined up to $500,000 per violation. For criminal violations, an individual may
be fined up to $1,000,000 or up to ten years in prison, or both, for each violation. Further, DDTC
may statutorily or administratively debar an U.S. individual who violates the ITAR, which denies that
individual his or her export privileges. In addition, DDTC may order seizure or forfeiture of that U.S.
individual's goods upon importation.

3. Non-U.S. Companies

Although DDTC may have difficulty in establishing jurisdiction over non-U.S. companies, and
therefore may be unable to enforce assessment of civil or criminal penalties against them, DDTC
does have the authority to administratively debar non-U.S. companies that violate the ITAR. DDTC
may use the threat of debarment to persuade non-U.S. companies to submit voluntarily to its
jurisdiction, thereby giving DDTC the ability to assess the same penalties against non-U.S.
companies as those discussed above for U.S. companies Not only does debarment prohibit a non-
U.S. company from participating directly or indirectly in the export of defense articles, including
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technical data, or in the furnishing of defense services for which a license or approval is required, it
also prohibits U.S. companies from doing any business with the debarred non-U.S. company. In
addition, DDTC may order seizure or forfeiture of that non-U.S. company’s goods upon importation.

B. Recent ITAR Enforcement Actions

Kaltenkirchen, Germany-based Interturbine Aviation Logistics GmbH, and its Grand Prairie Texas branch
office, Interturbine Aviation Logistics GmbH, LLC entered into a consent agreement, to resolve violations of
the Arms Export Control Act (AECA) and International Traffic in Arms Regulations (ITAR) allegedly committed
in 2004: Under the consent agreement, Interturbine agreed to pay a civil penalty of $1,000,000, of which $900,000
will be suspended. DDTC agreed to suspend $500,000 of the penalty on the condition that Interturbine has already
applied that amount to self-initiated, pre-consent agreement remedial compliance measures. In addition, $400,000 will
be suspended on the condition that Interturbine maintains its self-initiated exclusion from all ITAR regulated activities.

If within the 2-year term of this Consent Agreement Interturbine decides to become involved in ITAR regulated
activities, Interturbine agreed to use this $400,000 for additional remedial compliance measures agreed to by the
Department. Interturbine will also be subject to an independent audit to ensure that its company-wide Automated
Export Control system prevents its involvement in all ITAR regulated activities.

Software Development Company Agrees to Pay $500,000 Penalty for Unauthorized Exports of ITAR
Controlled Technical Data and Defense Services: Analytical Methods, Inc., (AMI) entered into a consent
agreement with the Directorate of Defense Trade Controls (DDTC) to pay US$500,000 in fines and remedial
compliance measures to settle 29 violations of the International Traffic in Arms Regulations (ITAR). AMI develops
computation fluid dynamic (CFD) software that is used to create three dimensational computer models for design
testing in a simulated environment such as flying through air or travleing through water. Although a majority of AMI's
CFD programs are dual-use items, some are ITAR controlled. The DDTC charged AMI with 12 violations of the ITAR
for directly and indirectly exporting ITAR-controlled software without DDTC authorization.

The DDTC charged AMI with 13 ITAR violations for providing the following defense services without authorization:
conducting a design presentation for a new lIsraeli UAV; conducting design analysis for adapting an Israeli aerial
reconnaissance camera pod to a SU 30MK1 aircraft; providing virtual world testing of the impact of modifying a
Cheyenne Il aircraft with an Israeli radome and the impact of modifying an E-2C Hawkeye early warning aircraft's
navigation antennas; performing aerodynamic analysis for an Israeli UAV program and conducting a design
presentation for a new Israeli UAV; designing an Israeli camera pod for aerial reconnaissance using a F-16 aircraft;
performing underwater submarine maneuver calculations for two Singaporean projects; analyzing maneuvers on
several UK submarine cases; and providing training for using software modified for performing chaff/flare trajectory
calculations.

The DDTC also charged AMI with 2 violations of the ITAR for manufacturing and exporting defense articles and for
providing defense services without being registered with the DDTC.

Qioptig Agrees to US$25 Million Civil Penalty to Settle Charges of 163 ITAR Violations: Qioptiq S.a.r.l, a
Luxembourg-based optics company, entered into a consent agreement with the DDTC to pay US$25 million in fines
and remedial compliance measures to settle 163 alleged violations of the ITAR. The violations involved unauthorized
exports and re-exports of military-grade night vision components and technical data without required licenses from the
DDTC, which were committed by certain Thales High Technology Optic Group companies and their predecessors
prior to Qioptiq’s acquisition from Thales France in December 2005. The DDTC will hold an acquiring company strictly
liable for ITAR violations committed by the acquired company. The DDTC has long said that it considers an acquiring
company to be strictly liable for export violations committed by the acquired company.

Some of the unauthorized transfers and retransfers of technical data arose in connection with a technical assistance
agreement (TAA) between Thales Optem Inc. (US) and Thales Electro-Optics Pte Limited (Singapore). First, the U.S.
company started exporting technical data to the Singapore company prior to the execution of the TAA. Second, the
U.S. company exported enhanced night vision goggle (ENVG) technical data of ITT Night Vision, which was outside
the scope of technical data to be transferred under the TAA. Moreover, the U.S. company concealed the ENVG
exports by marking the technical data as SNVG (special night vision goggle). An email to the Singapore company
uncovered by the DDTC stating that the SNVG label was a “decoy” bolstered the DDTC's charge of misrepresentation
and omission of facts regarding these transactions allegedly made under the TAA.

Northrop Grumman Corporation Reaches US$15 Million Settlement Involving Exports of Aircraft Navigation
Systems Including the Sale of Air Force One Technology to Russia: Northrop Grumman agreed to pay US$15
million in a consent agreement to settle 110 violations of Arms Export Control Act (AECA) and ITAR, many of which
Northrop Grumman discovered after its acquisition of Litton Industries in 2001. Despite receiving licenses from BIS to
export the navigation systems, Northrop Grumman and Litton failed to disclose that the systems had been modified
for military use, making them controlled by the United States Munitions List (USML). US$5 million of the total penalty
may be used to improve Northrop Grumman’s export compliance program.

The Boeing Company Receives a US$3 Million Civil Penalty: Boeing entered into a consent agreement to pay
US$3 million to settle 40 violations of the AECA and ITAR in connection with exceeding the approved values of

manufacturing license agreements and other administrative violations.
© 2009-2010. Squire, Sanders & Dempsey L.L.P.
5



Lockheed Martin Corporation Settles Charges for ITAR Violations: Lockheed Martin entered into a consent
agreement to settle eight violations of the AECA and ITAR in connection with the unauthorized export of Hellfire
missile technology to the United Arab Emirates and Joint Air-to-Surface Standoff Missile technology to a major non-
NATO ally. Lockheed Martin agreed to pay US$4 million in civil penalties and to appoint an Internal Special
Compliance Official for a minimum term of two years to oversee the implementation of the compliance measures set
forth in the consent agreement.

ITT Corporation Agrees to Pay US$28 Million in Settlement of Arms Export Control Act (AECA) and ITAR
Violations: ITT entered into a consent agreement with the DDTC to pay US$28 million to settle 208 violations of the
AECA and ITAR in connection with the unauthorized export of defense articles (night vision equipment) and technical
data.

Security Assistance International Settles Charges Related to Export Violations: Henry Lavery lll, president of
Security Assistance International, Inc. (SAI), an export broker, entered into a consent agreement with the U.S.
Department of State in which Lavery agreed to accept a one-year debarment in lieu of being assessed a civil penalty
in the amount of US$75,000 to settle charges for Arms Export Control Act violations. The primary underlying violation
involved a failure to disclose in an export license application submitted by Lavery requesting authorization for the
temporary export of night vision devices to Germany that the the actual exporter would be Tenebraex Corporation (the
U.S. manufacturer of the night vision devices and a company that was not registered with the State Department). The
State Department found that Lavery’s only involvement in the export was using his registration to obtain the export
license. Mr. Lavery was further held responsible for violations of administrative and recordkeeping obligations.

Foreign Residents Sentenced for Night Vision Device Smuggling: Reinahard Rusli and Helmi

Soedirdja have been sentenced by the U.S. District Court for the Maryland District for violation of the Arms Export
Control Act in the form of conspiracy to export defense articles from Guam to Indonesia and attempted export of night
vision devices from the United States to Indonesia. Both individuals were also statutorily debarred by the Department
of State on June 7, 2007.

Air Shunt Instruments, Inc. Settles Charges for ITAR Violations: Air Shunt agreed to pay US$ 100,000 under a
consent agreement to settle 3 charges for unauthorized export of defense articles and 1 charge of for
misrepresentation or omission of facts. Air Shunt had violated section 127.1(a)(1) of the ITAR when it exported a J85-
GE-21B engine actuator to Dubai, United Arab Emirates, a J85-GE-21B engine ignition exciter to Dubai, United Arab
Emirates and attempted to export a gyroscope to Bangkok, Thailand, all without the authorization of the Department.
In addition to this, Air Shunt was also charged with misrepresentation due to the fact that it had used an export control
document that contained a mistrpresentation in an export of a defense article.

Settlement for 29 Violations of the AECA and ITAR by Analytical Methods, Inc.: Consent agreement to settle
twenty nine violations of the AECA and ITAR by Analytical Methods, Inc. in connection with the unauthorized exports
of software and various defense services to the People’s Republic of China, Israel, Turkey, United Kingdom and
Singapore. Analytical Methods agreed to pay US$ 500,000 in civil penalties.
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ANNEX C

INDEX OF ITAR EXEMPTIONS

The following index provides the reader with references to the license exemptions contained in the ITAR.
Subject to conditions, the license exemptions allow exports or temporary imports of defense articles,
including technical data, or the performance of defense services, without prior authorization (or pursuant
to reduced requirements for authorization). Although we have included a brief summary of each
exemption, this index is intended only as a reference and should not be relied upon in
conducting exports under any of the exemptions described herein. In almost all cases,
exclusions, conditions and specific requirements or processes for use of ITAR exemptions apply
which are not described in this index in the interests of brevity. Persons wishing to conduct a
transaction under any ITAR exemption should consult the relevant ITAR provisions referenced in
this index and official State Department guidance to determine eligibility and procedures for use
of the exemption.

A. License Exemptions for Temporary Import Transactions
1. Imports for Overhaul, Service and Repair -- ITAR § 123.4(a)(1)

A license is not required for the temporary import (and subsequent export), for a
period of up to 4 years, of unclassified U.S. origin defense items (including items
manufactured abroad with U.S. Government approval) if the items are inspected,
tested, serviced, refurbished or repaired (including one-to-one replacement of any
defective parts, but excluding modification or enhancement) and subsequently
returned to the country from which they were imported.

2. Imports for Enhancement or Upgrade -- ITAR § 123.4(a)(2)

A license is not required for the temporary import (and subsequent export), for a
period of up to 4 years, of unclassified U.S. origin defense items (including items
manufactured abroad with U.S. Government approval) if the items are to be enhanced,
upgraded or incorporated into another item which has already been authorized for
export.

3. Imports for Exhibition, Demonstration or Marketing -- ITAR § 123.4(a)(3)

A license is not required for the temporary import (and subsequent export), for a
period of up to 4 years, of unclassified U.S. origin defense items (including items
manufactured abroad with U.S. Government approval) if the items are imported for
purposes of exhibition, demonstration or marketing, and are subsequently returned to
the country from which they were imported.

4, Articles Rejected for Permanent Import -- ITAR § 123.4(a)(4)

A license is not required for the temporary import (and subsequent export), for a
period of up to 4 years, of unclassified U.S. origin defense items (including items
manufactured abroad with U.S. Government approval) if the items have been rejected
for permanent import by the U.S. Department of the Treasury.

5. Imports Pursuant to Foreign Military Sales (FMS) Programs -- ITAR § 123.4(a)(5)

A license is not required for the temporary import (and subsequent export), for a
period of up to 4 years, of unclassified U.S. origin defense items (including items
manufactured abroad with U.S. Government approval) if the items are approved for
import under the FMS program pursuant to an executed DoD Letter of Offer and
Acceptance.

6. Imports of Articles for Incorporation into Other Atrticles -- ITAR § 123.4(b)

A license is not required for the temporary import (but not the subsequent export), for
a period of up to 4 years, of unclassified U.S. origin defense articles (including articles
manufactured abroad with U.S. Government approval) if the articles are incorporated
into other articles, or modified, enhanced, upgraded, altered, improved or serviced in
any other manner that changes the basic performance or productivity of the items
prior to being returned to the country from which they were imported.
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B. License Exemptions For Exports of Firearms and Ammunition
1. Exports of Firearm Components -- ITAR § 123.17(a)

A license is not required for the export of components and parts for USML Category
I(a) firearms, except barrels, cylinders, receivers (frames) or complete breech
mechanisms, when the total value of such export does not exceed $100 wholesale in
any transaction.

2. Exports of Obsolete Firearms -- ITAR § 123.17(b)

A license is not required for the export of nonautomatic firearms covered by USML
Category I(a) that were manufactured before 1898 or are replicas of such firearms.

3. Exports of Firearms for Personal Use -- ITAR § 123.17(c)

A license is not required for the temporary export by a U.S. person of not more than 3
nonautomatic firearms covered by USML Category I(a) and not more than 1000
cartridges therefore if carried with the person's baggage or effects (but not mailed),
and are for that person's exclusive use (not for reexport or transfer).

4, Exports of Previously Imported Firearms -- ITAR § 123.17(d)

A license is not required for the export by a foreign person of firearms covered by
USML Category I(a) and ammunition therefore brought into the U.S. pursuant to the
Federal Firearms Code provisions at 27 C.F.R. § 478.115(d).

5. Exports of Firearms Ammunition -- ITAR § 123.17(e)

A license is not required for the export by a U.S. person of up to 1,000 cartridges for
nonautomatic USML Category I(a) firearms, provided that such cartridges are for
personal use and not for resale or other transfer of ownership.

6. Exports of Firearms for Personal Use of U.S. Government Personnel -- ITAR §
123.18(a)

A license is not required for the export (except by mail) by U.S. Government
personnel assigned abroad for extended duty of nonautomatic firearms covered by
USML Category I(a) that are for their personal use and not for resale or other transfer
of ownership.

7. Exports of Ammunition for U.S. Government Personnel -- ITAR § 123.18(b)

A license is not required for the export (except by mail) by U.S. Government
personnel assigned abroad for extended duty of up to 1,000 cartridges of ammunition
for nonautomatic firearms covered by USML Category I(a) that are for their personal
use and not for resale or other transfer of ownership, when the firearm is carried on
the person or with their baggage or effects.

C. License Exemptions for Data and Technical Data
1. Unclassified Technical Data in Furtherance of Agreements -- ITAR § 124.3(a)
A license is not required for the export of unclassified technical data if the export is in

furtherance of an approved MLA or TAA, and the technical data is within the scope of
such license or agreement.

2. Classified Technical Data in Support of Agreements -- ITAR § 124.3(b)

A license is not required for the export of classified technical data if the export is in
furtherance of an approved MLA or TAA, the exporter certifies that the technical data
is within the scope of such license or agreement, and the exporter complies with
applicable rules for the transmission of classified information.
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3. Technical Data Pursuant to Written Request of DoD -- ITAR § 125.4(b)(1)

A license is not required for the export of technical data, including classified
information, to be disclosed pursuant to an official written request or directive from
DoD.

4, Technical Data in Furtherance of an MLA or TAA -- ITAR 8§ 125.4(b)(2)

A license is not required for the export of technical data, including classified
information, in furtherance of an approved MLA or TAA if such export meets the
requirements of ITAR § 124.3(a) or (b) (described above).

5. Technical Data in Furtherance of a U.S. Government Contract -- ITAR § 125.4(b)(3)

A license is not required for the export of technical data, including classified
information, in furtherance of a contract between the exporter and a U.S. Government
agency if called for by such contract and if such data does not disclose the details of
design, development, production, or manufacturing of any defense article.

6. Technical Data Previously Authorized for Export -- ITAR § 125.4(b)(4)

A license is not required for the export of technical data, including classified
information, previously authorized for export to the same recipient.

7. Data on Basic Operations, Maintenance and Training -- ITAR 8§ 125.4(b)(5)

A license is not required for the export of technical data, including classified
information, in the form of basic operations, maintenance, and training information
relating to a defense article lawfully exported (or authorized for export) to the same
recipient.

8. Data on Selected Firearms and Ammunition -- ITAR § 125.4(b)(6)

A license is not required for the export of technical data, including classified
information, related to firearms not in excess of caliber .50 and ammunition for such
weapons, except detailed design, development, production, or manufacture
information.

9. Data Returned to Original Source of Import -- ITAR § 125.4(b)(7)

A license is not required for the export of technical data, including classified
information, being returned to the original source of import.

10. Data Related to Classified Information Approved for Export -- ITAR 8§ 125.4(b)(8)

A license is not required for the export of technical data related to classified
information which has been previously exported (or authorized for export) to the same
recipient, and which does not disclosed the detail of the design, development,
production, or manufacture of any defense article.

11. Data for Use Only by U.S. Persons -- ITAR § 125.4(b)(9)

A license is not required for the export by a U.S. corporation of technical data,
including classified information, to a U.S. person employed by that corporation
overseas or to a U.S. Government agency, provided that the technical data is to be
used overseas solely by U.S. persons.

12. Unclassified Technical Data for Employees of Institutions of Higher Learning -- ITAR §
125.4(b)(10)

A U.S. institution of higher learning can disclose without a license unclassified
technical data in the U.S. to foreign persons who are their bona fide and full time
regular employees.

© 2009-2010. Squire, Sanders & Dempsey L.L.P.



13. Technical Data Exempt Under Arrangements with DoD, DoE or NASA -- ITAR §
125.4(b)(11)

A license is not required for the export of technical data, including classified
information, that is required pursuant to an agreement with DoD, DoE or NASA. and
for which the person has been granted a written exemption by DDTC.

14. Data Exempt Under Part 126 -- ITAR 8§ 125.4(b)(12)

A license is not required for the export of technical data where specifically exempt
under part 126 of the ITAR.

15. Technical Data Approved for Public Release -- ITAR 125.4(b)(13)

A license is not required for the export of technical data that has been approved for
public release by the cognizant U.S. Government department or agency.

D. Country-Specific License Exemptions
1. Canadian and Mexican Border Shipments -- ITAR § 123.19

A shipment originating in Canada or Mexico which incidentally transits the U.S. en
route to a delivery point in the same country that originated the shipment is exempt
from the requirement for an in transit license.

2. Temporary Imports from Canada -- ITAR § 126.5(a)

A license is not required for the temporarily import and return to Canada of
unclassified defense articles that originate in Canada for temporary use in the U.S.
and return to Canada.

3. Permanent and Temporary Exports to Canada -- ITAR 8§ 126.5(b)

A license is not required for the export to Canada of certain defense articles and
technical data for end-use in Canada by Canadian Government officials or by a
Canadian-registered person, or return to the U.S.

4, Provision of Defense Services to Canada -- ITAR § 126.5(c)

The provision of a defense service to a Canadian-registered person or Canadian
Government official is exempt from licensing requirements of ITAR § 124, provided
certain other criteria are satisfied.

5. Reexport/Retransfer within Canada -- ITAR § 126.5(d)(1)

U.S. exporters can in some instances grant U.S. Government authorization to a
Canadian-registered person to re-export or retransfer defense articles within Canada
to another eligible Canadian recipient.

6. Data for NATO/Australia/Japan/Sweden Bid Proposals -- ITAR § 125.4(c)

Provisions of defense services and related unclassified technical data are in some
instances exempt from ITAR licensing requirements when provided to nationals of
NATO countries, Australia, Japan and Sweden, for the purpose of responding to a
written request from DoD for a quote or bid proposal.

7. Re-Exports to NATO, Australia or Japan -- ITAR 8§ 123.9(e)

A license is not required for reexports or retransfers of U.S. origin components
incorporated into a foreign defense article to NATO, NATO agencies, the government
of a NATO country, or the governments of Australia, Japan, or South Korea, provided
the U.S. origin components were previously authorized for export from the U.S. under
a license or license exemption, and certain other criteria are satisfied.
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8. Maintenance Exemption for NATO/Australia/Japan/Sweden -- ITAR 8§ 124.2(c)

A TAA is not required for the provision of training in the maintenance of defense
articles or performance of maintenance, including export of supporting technical data,
related to unclassified US-origin defense articles lawfully exported and owned or
operated by NATO or the government of a NATO country, Australia, Japan or Sweden,
provided certain other criteria are satisfied.

E. License Exemptions for U.S. Government Activities
1. Shipments Conducted by or for U.S. Government Agencies -- ITAR § 126.4(a)

A license is not required for the temporary import or temporary export of any defense
article, including technical data or the performance of a defense service, by or for any
agency of the U.S. Government for official use by such agency, or for carrying out any
foreign assistance, cooperative project or sales program authorized by law and
subject to control by the President by other means.

2. Urgent Shipments for End-Use by U.S. Government Agencies -- ITAR § 126.4(c)

A license is not required for the temporary import, or temporary or permanent export,
of any classified or unclassified defense articles, including technical data or the
performance of a defense service, for end-use by a U.S. Government Agency in a
foreign country where the urgency of the U.S. Government requirement is that the
such that the appropriate export license or U.S. Government Bill of Lading could not
have been obtained in a timely manner.

3. Transfer of Defense Articles or Technical Data by DoD -- ITAR § 126.6(a)

A license is not required for the export of defense articles or technical data sold,
leased, or loaned by the Department of Defense to a foreign country or international
organization, if the article or technical data is delivered to representatives of such a
country or organization in the U.S. and the article or technical data is to be exported
from the U.S. on a military aircraft or naval vessel of that government or organization
or via the Defense Transportation Service (DTS).

4, Foreign Military Aircraft and Naval Vessels -- ITAR § 126.6(b)

A license is not required for the entry into the U.S. of military aircraft or naval vessels
of any foreign state if no overhaul, repair, or modification of the aircraft or naval vessel
is to be performed.

5. Foreign Military Sales Program -- ITAR § 126.6(c)

A license is not required for the transfer of a defense article or technical data or a
defense service that was sold, leased or loaned by the DoD to a foreign country or
international organization under the Foreign Military Sales (FMS) Program pursuant to
a qualifying Letter of Offer and Acceptance authorizing such transfer.

F. License Exemptions for Plant Visits
1. Exemptions for Plant Visits (Unclassified) -- ITAR § 125.5(a)
A license is not required for the oral and visual disclosure of unclassified technical
data during the course of a classified plant visit by a foreign person where the
classified visit has itself been authorized pursuant to a license issued by DDTC, or the

classified visit was approved by a qualifying U.S. Government agency, and certain
other criteria are satisfied.

2. Exemptions for Plant Visits (Classified) -- ITAR § 125.5(b)

A license is not required for the oral and visual disclosure of classified information to a
foreign person during the course of a plant visit approved by the appropriate U.S.
Government agency if certain criteria are satisfied.
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Exemptions for Approved Plant Visits -- ITAR § 125.5(c)

A license is not required for the disclosure to a foreign person of unclassified technical
data during the course of a plant visit (either classified or unclassified) approved by
the DDTC or a cognizant U.S. Government agency, provided the technical data does
not contain information in excess of that approved for disclosure and certain other
criteria are satisfied.

G. Miscellaneous License Exemptions

1.

Exceptions -- ITAR § 126.3

In a case of exceptional or undue hardship, or when it is otherwise in the interest of
the U.S. Government, the Director, Office of Defense Trade Controls may make an
exception to the provisions of the ITAR.

Shipments Between U.S. Possessions -- ITAR § 123.12

A license is not required for shipment of defense articles between the U.S., Puerto
Rico, and U.S. possessions.

Foreign Trade Zones and U.S. Customs Bonded Warehouse -- ITAR § 123.6

A license is not required for shipment between the U.S. and a foreign trade zone or a
U.S. Customs and Border Protection bonded warehouse.

Movement of USML Vessels or Aircraft Outside of the U.S. -- ITAR § 123.11(b)

A license is not required when a USML vessel or aircraft departs from the U.S. and
does not enter the territorial waters or airspace of a foreign country if no defense
articles are carried as cargo.

Domestic Aircraft Shipments via a Foreign Country -- ITAR § 123.13

A license is not required for the shipment by air of a defense article from one location
in the U.S. to another location in the U.S. via a foreign country, provided that the
parties comply with certain U.S. Customs and Border Protection procedures.

Unclassified Defense Articles in Support of Agreements -- ITAR § 123.16(b)(1)

A license is not required for the export of defense hardware being exported in
furtherance of an MLA, TAA, DA or an arrangement for distribution of items identified
in Category XIlI(b)(1), provided that the defense hardware to be exported supports the
activity and is identified by item, quantity and value in the agreement or arrangement
and certain other criteria are satisfied.

Components and Parts Valued at Less Than $500 -- ITAR § 123.16(b)(2)

A license is not required for the export of components or spare parts the total value of
which does not exceed $500 in a single transaction, if the components or spare parts
are being exported to support a defense article previously authorized for export, the
spare parts or components are not going to a distributor, but to a previously approved
end-user of the defense articles, and the spare parts or components are not to be
used to enhance the capability of the defense article.

Specially Designed Packing Cases -- ITAR § 123.16(b)(3)

A license is not required for the export of packing cases specially designed to carry
defense articles.

Exports of Models and Mockups -- ITAR § 123.16(b)(4)

A license is not required for the export of unclassified models or mock-ups of defense
articles, provided that such models or mock-ups are nonoperable and do not reveal
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any technical data in excess of that which is exempted from the licensing
requirements of ITAR 8125.4(b) and do not contain components covered by the
USML.

10. Temporary Exports for Public Exhibitions or Trade Shows -- ITAR § 123.16(b)(5)

A license is not required for the temporary export of unclassified defense articles to
any public exhibition, trade show, air show or related event if that article has
previously been licensed for a public exhibition, trade show, air show or related event
and the license is still valid.

11. Temporary Exports to U.S. Subsidiaries Overseas -- ITAR § 123.16(b)(9)

A license is not required for the temporary export by a U.S. person of any unclassified
component, part, tool or test equipment to a subsidiary, affiliate or facility owned or
controlled by the U.S. person if the component, part, tool or test equipment is to be
used for manufacture, assembly, testing, production, or modification.

12. Exports by Accredited U.S. Institutions of Higher Education -- ITAR § 123.16(b)(10)

A license is not required for the permanent export or temporary export and return to
the U.S., by accredited U.S. institutions of higher learning of articles fabricated only for
fundamental research purposes otherwise controlled by USML Category XV (a) or (e)
when the export is to an accredited institution of higher learning, a governmental
research center or an established government funded private research center located
within NATO countries, non-NATO ally countries, or countries that are members of the
European Space Agency or the European Union, and involves exclusively nationals of
such countries, provided that certain other criteria are satisfied.

13. Shipments Exceeding the Licensed Monetary Value -- ITAR §123.23

Shipments of defense articles identified on any license are permitted when the total
value of the export does not exceed the aggregate monetary value (not quantity)
stated on the license by more than ten percent, provided that the additional monetary
value does not make the total value of the license or other approval for the export of
any major defense equipment sold under a contract reach $14,000,000 or more, and
provided that the additional monetary value does not make defense articles or
defense services sold under a contract reach the amount of $50,000,000 or more.

14. Agreement Exemption for Training -- ITAR 8§ 124.2(a)

A TAA is not required for the provision of training in the basic operation and
maintenance (but not intermediate and depot level maintenance) of defense articles
lawfully exported or authorized for export to the same recipient.

15. Agreement Exemption for Foreign Military Service -- ITAR § 124.2(b)

Services performed as a member of the regular military forces of a foreign nation by
U.S. persons who have been drafted into such forces are not defense services.
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ANNEX D

Directorate of Defense Trade Controls

License Processing Times

6,271|6,149 /6,612 7,241 6,990 | 6,330 | 7,434 | 7,249 | 6,832 | 6,678 | 6,888 | 6,249 | 6,296

6,650 | 5,755 6,302 | 7,369 | 7,144 |6,763 | 7,195 | 7,182 | 6,729 6,630 |6,739 | 6,394 | 6,770

2,908 | 3,265 | 3,554 | 3,436 | 3,268 | 2,848 | 3,078 | 3,136 | 3,248 | 3,307 | 3,457 | 3,327 | 2,874

16 17 15 15 15 15 13 15 14 16 16 16 16

In order to provide greater transparency and predictability for U.S> defense firms in planning munitions license submissions,
the Directorate of Defense Trade Controls will provide a monthly update of the Directorate’s processing times. The timelines
are expressed in averages across all case activity. For electronic cases, the average is based on the date the case was signed
by the applicant until the date of final action. For hardcopy cases, the processing times are determined by the date the case
entered the Directorate until the time the case is signed out of the Directorate. Processing numbers include all case types
except Commodity Jurisdictions (CJs), Government Jurisdictions (GJs), and Electronic Rejections.
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